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e Modular Open Platform for Static Analysis [Jou+19]

gitlab.com/mopsa/mopsa-analyzer

M Multilanguage support # Semantic rewriting @ Relational domains
[@ Expressiveness - Loose coupling & Composition
¢S Reusability b Observability ® Cooperation
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Searching for a loop invariant
Averaging numbers Stateless domains: list content, list length

1 def average(l):
3 for i in range(len(l)): 4 , 4
4 m=m+ 1[i] [
5 m=m//(i+1) ) 1= ©intﬂ = ©intﬁ e—ls(l) s @intﬂ
6 return m
7
8 1 = [randint(e, 20)
9 for i in range(randint(5, 10))]
m € [0,+00) els(l) € [0,20]
Proved safe? 3
0<i<len(l) 5<len(l) <10
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Searching for a loop invariant
Averaging tasks Stateless domains: list content, list length

1 class Task:

3 if weight < 0: raise ValueError

4 self.weight = weight m i @Ti' o i @t! v els(l) — @_l:_ }
5 in in - as
6 def average(l): f . 3 #

7 m=0 s co'Task weight — co'intﬂ

8 for i in range(len(l)):

9 m=m+ 1[i].weight
nm

return m

2 m € [0, +00)
13 1 = [Task(randint(0, 20)) .
1% for i in range(randint(5, 10))] 0 << le_n(l) 5 < |.e_n(l) < 10
15 m = average(l) i .
0 < @1, -weight <20

Proved safe?

> m /) (i+1) Attributes abstraction
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C [JMO18; OM20], Python [MOM20a; MOM20b]
Multilanguage Python+C [MOM21]

WIP: Michelson [Bau+22], OCaml [VMM23], Catala (date arithmetic [MFM24])...
Properties

» Absence of RTEs

» Patch analysis [DM19]

» Endianness portability [DOM21]

» Non-exploitability [PM24]

» Sufficient precondition inference [MM24]
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Mopsa is implemented in OCaml.

» Curried functions: f x y z ~ f(x,y,2)

» fun x -> e & Ax.e

» Variable binding let x = el in e2

» Algebraic datatypes and pattern matching

type 'a option = None | Some of 'a

}
2 | Polymorphism = Type Variables
3 match e with
4
5

| None -> el
| Some y -> e2 vy
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[l Introduction

> Understand Mopsa'’s core principles

[2] Architecture of Mopsa » Ability to run C/Python analyses

3] Current analyses in Mopsa

%l Easing development Feel free to reach out in the future!

81 Cconclusion
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Architecture of Mopsa
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Analysis = composition of abstract domains

unified domain signature = iterators are abstract domains

flexible architecture suitable for
various programming paradigms

separation of concerns

allows reuse of domains across
languages

defined as json files in
share/mopsa/configs
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The manager: interroperating the whole analysis and local domains

» Local domain has a private type t .
= type ('a, t) man
» Whole abstract state of type 'a

» Get the domain’s data » Analyze a given expression
get : 'a ->t » Analyze a given statement
» Set the domain’s data man.exec stmt o < S/ stmt]o

set : t -> 'a -> 'a .
Signatures later

Also: lattice operators

10



VO~ U A WN

Utilities

type ('a, 'r) cases (* ~ DNF of 'a flow * 'r =)

('a, expr) cases
('a, unit) cases

type 'a eval =
type 'a post =

(* Manager, allowing interaction between a
domain ('t) and whole analysis ('a) *)

O 0N U WN o

type ('a, 't) man = {
get : 'a -> 't;
set : 't -> 'a -> 'a; 10
exec : stmt -> 'a flow -> "a post; 1
eval : expr -> 'a flow -> 'a eval; 12
(x [...]%) &
} 1%

Domain type overview

module type DOMAIN = sig

type t

(* private, opaque data of the domain =)

val name : string

val join : t -> t -> t (* and other lattice operators x)

(* Transfer functions =)
val exec : stmt -> ('a, t) man -> 'a flow -> 'a post option
val eval : expr -> ('a, t) man -> 'a flow -> 'a eval option

(% [...] %)

end

11
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val exec : stmt -> ('a, t) man -> 'a flow -> 'a post option
val eval : expr -> ('a, t) man -> 'a flow -> 'a eval option
» ('a, t) man manager
» 'a flow abstract state
» option: domains return None for unsupported statements/expressions.

e 'a post = ('a, unit) cases. DNF of abstract states.

o 'a eval = ('a, expr) cases. DNF of abstract states and symbolic
expressions. Useful for rewriting, esp. for relational analyses

12
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Iterators are stateless domains:
» type t = unit, trivial lattice operators
» We have an automatic lifter for all that!

The loop iterator focuses on postfixpoint computation, and delegates the rest.

let rec 1fp man cond body flow_init flow =
man.exec (mk_block [mk_assume cond; body]) flow >>$ fun () flow' ->
if man.lattice.subset (man.lattice.join flow_init flow') flow
then Cases.singleton () flow'
else 1fp man cond body flow_init (man.lattice.widen flow flow')

let exec stmt man flow = match stmt.skind with
| S_while (cond, body) ->
Some (1fp man cond body flow flow >>$ fun () 1fp_flow ->
man.exec (mk_assume (mk_not cond)) 1fp_flow)
_ -> None

O ® N U A W N

= o

13
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Architecture of Mopsa

Delegation-based support of multiple languages
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for target in iterable: body

for(init; cond; incr) body

Rewrite and analyze recursively o Rewrite and analyze recursively
o Optimize for some semantic cases

init;
while(cond) {
body;
incr;

}

Matcheswhile(...){...}
Computes fixpoint using widening
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for target in iterable: body

for(init; cond; incr) body

o Rewrite and analyze recursively

Rewrite and analyze recursively
l o Optimize for some semantic cases
|

init; it = iter(iterable)
while(cond) { while(1) {

body; try: target = next(it)

incr; except StopIteration: break
} body

}
clean it

e ]

Matcheswhile(...){...}
Computes fixpoint using widening

15



Architecture of Mopsa

Stateful domains through numerical examples
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Value signature

1 module type VALUE = sig 13
2 type t 1%
3 15
4 val name : string 16
5 17
6 val bottom: t 18
7 val top: t 19
8 20
9 val subset: t -> t -> bool 21
10 val join: t -> t -> t 2
1 val meet: t -> t -> t 23
12 val widen: 'a ctx -> t -> t -> t 2

val
val

val

val

val

val
end

constant : constant -> typ -> t

binop : operator -> typ -> t -> typ ->
-> typ -> t

filter : bool -> typ -> t -> t

backward_binop : operator -> typ ->
-> typ ->t -> typ ->t ->t x t
compare : operator -> bool -> typ ->
-> typ >t -> (t * t)

print: printer -> t -> unit

17
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Value signature

1 module type VALUE = sig 13 val constant : constant -> typ -> t

2 type t 1% val binop : operator -> typ -> t -> typ ->
3 15 t ->typ -> t

4+ val name : string 16 val filter : bool -> typ -> t -> t

5 17

6 val bottom: t 18 val backward_binop : operator -> typ ->
7 val top: t 19 t ->typ ->t ->typ >t ->t x t

8 20 val compare : operator -> bool -> typ ->
9 val subset: t -> t -> bool 21 t ->typ ->t -> (t = t)

10 val join: t -> t -> t 2

1 val meet: t -> t -> t 23 val print: printer -> t -> unit

val widen: 'a ctx -> t -> t -> t 2% end

i
b}

They all abstract the same object

17
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for(int 1 = 0; 1 < 1; i++) {
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}
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Motivational example

// Hyp: a array, of size 1 € [10, 20]
s = 0;
for(int 1 = 0; 1 < 1; i++) {
s +=la[il; i €[0,20], L € [10, 20], unable to prove safe access X

}
The cartesian abstraction breaks relationality

PV = 2) €5V - P(Z)

o~ W N o

(vea){0<x<y<2})=(y0a)({(0,1):(0,2):(1,2)})
=y(x—={0,1},y—{1,2})
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» Polyhedra [CH78], variants with PPL[BHZ08] or PPLite[BZ20] SV < B
» Octagons [Min06b] +Vi+V; <
» Grids [Bag+06] SoiaiVi = Biln]

Motivational example, with polyhedra

// Hyp: a array, of size 1 € [10, 20]

;
2 S = 0;

s for(int 1 = 0; 1 < 1; i++) {
« s += a[il;

5}
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Mopsa relies on the Apron library [JM09], providing among others:

» Polyhedra [CH78], variants with PPL[BHZ08] or PPLite[BZ20] SV < B
» Octagons [Min06b] +Vi+V; <
» Grids [Bag+06] SoiaiVi = Biln]

Motivational example, with polyhedra

// Hyp: a array, of size 1 € [10, 20]

;
2 S = 0;

s for(int 1 = 0; 1 < 1; i++) {

« s +=al[il; 0<i<l, v
5}
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Architecture of Mopsa

Leveraging relational abstract domains
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» Numerical domains rely on mathematical numbers.
» Cuses finite precision numbers with modular arithmetics.

» MACHINENUM lifts C statements to a math semantic.

Mathematical expression

C expression

N.B: expression evaluation required here
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2
3
4
5
6
7
8
9

let eval exp man flow =

match

exp.ekind with

| E_var v -> Some (Cases.singleton exp flow) —— Variables do not overflow
| E_binop(op, el, e2) ->

man

let
let
let

.eval el flow >>$ fun nl flow ->
man.

eval e2 flow >>$ fun n2 flow ->
vmin, vmax = rangeof exp.etyp in
nexp = mk_binop nl op n2 in
ret = assume (mk_in nexp vmin vmax) man flow
~fthen:(fun flow ->
let flow = safe_c_integer_overflow flow in
Cases.singleton nexp flow)
~felse:(fun flow ->
let nexp' = mk_wrap nexp vmin vmax in
let flow = raise_alarm IntegerOverflow flow in
Cases.singleton nexp' flow
) in Some ret

| _ -> None 21
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let eval exp man flow =

match exp.ekind with

| E_var v -> Some (Cases.singleton exp flow) —— Variables do not overflow

| E_binop(op, el, e2) ->
man.eval el flow >>$ fun nl flow -> —— Evaluate el and bind each case {n1§
man.eval e2 flow >>$ fun n2 flow -> —— Evaluate e2 and bind each case {n2§
let vmin, vmax = rangeof exp.etyp in

let
let

nexp = mk_binop nl op n2 in
ret = assume (mk_in nexp vmin vmax) man flow ——
~fthen:(fun flow ->
let flow = safe_c_integer_overflow flow in
Cases.singleton nexp flow)
~felse:(fun flow ->
let nexp' = mk_wrap nexp vmin vmax in
let flow = raise_alarm IntegerOverflow flow in
Cases.singleton nexp' flow
) in Some ret

Partition on condition
nexp € [vmin, vmax]

| _ -> None 21
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Consider a variable-length container a.

Motivational example, with polyhedra

// Hyp: a container

s = 0;

for(int i = 0; i < container_length(a); i++) {
s += a[il;

}

a oW N

We track its length through the introduction of a ghost numerical variable len(a)
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Consider a variable-length container a.

Motivational example, with polyhedra

// Hyp: a container

s = 0;

for(int i = 0; i < container_length(a); i++) {
s += a[il;

}

a oW N

We track its length through the introduction of a ghost numerical variable len(a)
The relational domain will be able to infer relationships between i and len(a).
N.B: In a non-relational setting, we could track values directly.

Convention: ghost variables are underscored.
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1 let exec stmt man flow = let range = srange stmt in match skind stmt with
2 | S_assign ({ekind = E_var (s, _); etyp=T_string}, e) -> Cases = e
3 Some (man.exec (mk_assign (mk_len_string_var s range)

4 (mk_expr (E_len e) range) range) flow)

5

6 | S_assign ({ekind = E_subscript ({ekind = E_var (s, _)}, i); e) ->

7 Some (

8 assume (mk_in i (mk_zero range) (mk_len_string_var s range) range)
9 man flow

10 ~fthen:(safe_subscript_access_check)

11 ~felse:(fun flow ->

2 let flow = raise_alarm_invalid_subscript_access flow in

13 Cases.empty flow))

1%

15 | -> None

23
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? man flow : . Case disjunction on
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1 string s;
2 if (rand(0, 1)) { s = "abcd"; }
3 else { s = "ab"; }

24




_ » Intervals len(s) € [2,4]
1 string s;

2 if (rand(e, 1)) { s = "abcd"; }
3 else { s = "ab"; }

24



_ » Intervals len(s) € [2,4]
1 string s;

2 if (rand(e, 1)) { s = "abcd"; } » Intervals A Congruences len(s) € [2,4] A2Z
3 else { s = "ab"; }

24



_ » Intervals len(s) € [2,4]
1 string s;

2 if (rand(e, 1)) { s = "abcd"; } » Intervals A Congruences len(s) € [2,4] A2Z

1 = "ab"; .
 olse == anti ¥ » Powerset of integers len(s) e {2,4}

24



: » Intervals len(s) € [2,4]
1 string s;
2 if (rand(e, 1)) { s = "abcd”; } » Intervals A Congruences len(s) € [2,4] A2Z
1 = "ab"; .
f el tom o ] » Powerset of integers len(s) € {2,4}
1 string s = rand();
2 string t = s + s;

24



_ » Intervals len(s) € [2,4]
1 string s;
2 if (rand(e, 1)) { s = "abcd"; } » Intervals A Congruences len(s) € [2,4] A2Z
1 = "ab"; .
 olse == anti ¥ » Powerset of integers len(s) e {2,4}
» Intervals len(s) € [0, +oc], len(t) € [0, +o0]
1 string s = rand();
2 string t = s + s;

24



_ » Intervals len(s) € [2,4]
1 string s;
2 if (rand(e, 1)) { s = "abcd"; } » Intervals A Congruences len(s) € [2,4] A2Z
1 = "ab"; .
 olse == anti ¥ » Powerset of integers len(s) e {2,4}
i » Intervals len(s) € [0, +oc], len(t) € [0, +o0]
1 string s = rand();
2 string t = s + s; » Polyhedra 0<t=2-len(s)

24



. » Intervals len(s) € [2,4]
1 string s;
2 if (rand(e, 1)) { s = "abcd"; } » Intervals A Congruences len(s) € [2,4] A2Z
1 = "ab"; .
 olse == anti ¥ » Powerset of integers len(s) e {2,4}
i » Intervals len(s) € [0, +oc], len(t) € [0, +o0]
1 string s = rand();
2 string t = s + s; » Polyhedra 0<t=2-len(s)

NB: in case of dynamic allocations, ghost variables are a bit more complicated
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Analyzing a[2] = 12, assuming els(a) € [1,9]
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r = a[3], assuming els(a) € [1,9].

r € [1,9], and similarly with non-relational domains.
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r = a[3], assuming els(a) € [1,9].

r € [1,9], and similarly with non-relational domains.

r = a[3], assuming 1 < els(a) <.

X 1<r=els(a) <, as els(a) represents multiple concrete elements!
v/ Sflexpand(els(a),n](1<els(a) <i)=1<els(a) <inT<r<i

Intuitively: expand copies constraints. Cf. [Gop+04]
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len(s) = len(s) +3 =

Numeric Domain Numeric Domain

of = (len(s) =6 A 97 < ord(s) < 99) o} = (len(s) =3 A 97 < ord(s) < 102)

String Summarization

ord €d ord(s) + 100, 102] ord(s): smashed ASCII codes of s.

forget ord(s)

of = (len(s) = 6)  of = (97 < ord(s) < 102)

ot = (len(s) = 6 A 97 < ord(s) < 102) 27
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Mopsa relies on rewriting, symbolic expressions and ghost variables

to leverage relational domains.

» Computational cost more than O(|V]?)

» Force cohabitation of variables (cornerstone of Mopsa’s design)
» Weak variables need specific operators (expand)

» Reduced product with sharing needs merge operator

28



Architecture of Mopsa

Domains & their combinators
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Architecture of Mopsa

Transparency in static analysis



$ static-analysis-tool file

No errors found
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1
2
3
4
5
6
7
8
9

10
"

let eval exp man flow =

match

exp.ekind with

| E_var v -> Some (Cases.singleton exp flow)
| E_binop(op, el, e2) ->

man.
man.

let
let
let

eval el flow >>$ fun nl1 flow ->
eval e2 flow >>$ fun n2 flow ->
vmin, vmax = rangeof exp.etyp in
nexp = mk_binop nl op n2 in
ret = assume (mk_in nexp vmin vmax) man flow
~fthen:(fun flow ->
let flow = safe_c_integer_overflow flow in
Cases.singleton nexp flow)
~felse:(fun flow ->
let nexp' = mk_wrap nexp vmin vmax in
let flow = raise_alarm IntegerOverflow flow -in
Cases.singleton nexp' flow
) in Some ret

Standard: report alarm
Stored as metadata in "a flow

| _ -> None 32
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"

let eval exp man flow =

match

exp.ekind with

| E_var v -> Some (Cases.singleton exp flow)
| E_binop(op, el, e2) ->

man.
man.

let
let
let

| _ -> None

eval el flow >>$ fun nl1 flow ->
eval e2 flow >>$ fun n2 flow ->
vmin, vmax = rangeof exp.etyp in
nexp = mk_binop nl op n2 in
ret = assume (mk_in nexp vmin vmax) man flow
~fthen:(fun flow ->
let flow = safe_c_integer_overflow flow-in—
Cases.singleton nexp flow)
~felse:(fun flow ->
let nexp' = mk_wrap nexp vmin vmax in
let flow = raise_alarm IntegerOverflow flow -in
Cases.singleton nexp' flow
) in Some ret

Transparent: mark that
el + e2 does not overflow

Standard: report alarm
Stored as metadata in "a flow

32
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int main() {
int n;
int y = -1;
for(int x = 0; x < n; x++)

Yty




int main() { Stmt
int n; X++
int y = -1;
for(int x = 0; X < n; x++) y++

Yty

Selectivity




int main() { Stmt Itv
nen X++ Safe
int y = -1;
for(int x = 0; x < n; x++) y++ A[arm
y+ey

! Selectivity 50%




int main() {

}

int n;
int y = -1;
for(int x = 0; x < n; x++)

Yty

Stmt Itv Poly
X++ Safe Safe
y++ Alarm  Safe

Selectivity 50% 100%




34



34



34



34



Analysis of coreutils fmt

Checks summary: 21247 total, ¢ 18491 safe, X 129 errors, /2627 warnings
Stub condition: 696 total, ¢ 513 safe, X 3 errors, /.174 warnings
Invalid memory access: 8139 total, v 7142 safe, X 4 errors, /993 warnings
pivision by zero: 499 total, ¢ 445 safe, /.54 warnings
Integer overflow: 11581 total, « 10177 safe, /.1404 warnings
Invalid shift: 163 total, « 163 safe
Invalid pointer comparison: 37 total, X 37 errors
Invalid pointer subtraction: 85 total, X 85 errors
Insufficient variadic arguments: 1 total, « 1 safe
Insufficient format arguments: 26 total, v 25 safe, /.1 warning
Invalid type of format argument: 26 total, ¢ 25 safe, /.1 warning
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Related: soundiness paper [Liv+15]




Current analyses in Mopsa

Control-flow tokens



» Astrée [Cou+06, footnote 4, page 6], Mopsa do not iterate over a CFG
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» Astrée [Cou+06, footnote 4, page 6], Mopsa do not iterate over a CFG
Proceeds by induction over the syntax

» Non-local control-flow is represented by control-flow tokens

cur is the standard control-flow, brk states interrupted by a break
Also applies to goto, return, raise, ...

» Implementation: 'a flow containsa 'a TokenMap.t

v

v

int 1 = o;

while(i < 100) { cur =i €1,99]
i=1+ rand(1, 3); cureief2,102]

} if(i == 42) break; brk i € [42,42]

o v W N o
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» Astrée [Cou+06, footnote 4, page 6], Mopsa do not iterate over a CFG
Proceeds by induction over the syntax

» Non-local control-flow is represented by control-flow tokens

cur is the standard control-flow, brk states interrupted by a break
Also applies to goto, return, raise, ...

» Implementation: 'a flow containsa 'a TokenMap.t

v

v

int i = 0;

while(i < 100) { cur — i € [1,99]
i=1+rand(1, 3); curesief2,102]
if(i == 42) break; brk s i € [42,42]

}

cur — i € ([2,102] M [100, +o0]) L [42, 42]

o v W N o

More details: [Mon21, section 2.4.3]
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1 let exec stmt man flow = match stmt.skind with

2 | S_break ->

3 Some (Cases.return () (Flow.rename T_cur T_break man.lattice flow))

4

5 | S_while (cond, body) ->

6 Some (

7 1fp man cond body (Flow.rm T_break flow) flow >>% fun 1fp_flow ->

8 man.exec (mk_assume (mk_not cond)) 1fp_flow >>% fun 1fp_flow ->

9 let 1fp_flow = Flow.add T_cur (Flow.get T_break man.lattice 1fp_flow)
10 man.lattice 1fp_flow in

11 let 1fp_flow = Flow.set T_break (Flow.get T_break man.lattice flow)
12 man.lattice 1fp_flow in

13 Cases.return () 1fp_return

i )

15

16 | -> None
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1 let exec stmt man flow = match stmt.skind with

2 | S_break ->

3 Some (Cases.return () (Flow.rename T_cur T_break man.lattice flow))

& Standard flow transferred to brk

5 | S_while (cond, body) ->

6 Some (

7 1fp man cond body (Flow.rm T_break flow) flow >>% fun 1fp_flow ->

8 man.exec (mk_assume (mk_not cond)) 1fp_flow >>% fun 1fp_flow ->

9 let 1fp_flow = Flow.add T_cur (Flow.get T_break man.lattice 1fp_flow)

10 man.lattice 1fp_flow in

11 let 1fp_flow = Flow.set T_break (Flow.get T_break man.lattice flow)

12 man.lattice 1fp_flow in

3 Cases.return () lfp_return At loop end:
" ) join brk and cur into cur
15

16 | -> None
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Current analyses in Mopsa

C analysis



» Checks for run-time errors
(integer overflows, invalid dereferences, ...)
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» Checks for run-time errors
(integer overflows, invalid dereferences, ...)

» Supports ints, floats, pointers, structs, ...

» Inlining-based analysis
A scalability

» NoO concurrency support
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(Uintraproc) (3)  (Uloops) (%) (Uinterproc)
» Checks for run-time errors
(integer overflows, invalid dereferences, ...

) C.cells C.strings

» Supports ints, floats, pointers, structs, ...

OO,

. Switch

» Inlining-based analysis [CmachineNum? [ Cpointers ) o
. Reduced product
A scalability ©®
@ Composition
» NoO concurrency support
©
_—
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POINTERS & Vptr = p(V U {NULL, INVALID})
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39



POINTERS & Vptr = p(V U {NULL, INVALID})

[l Each pointer is mapped to the set of pointed bases
(e.g, variables or dynamically allocated memory)

2] Offsets are ghost numerical variables: offset(p)
Can express relations between offsets and numeric variables:

1 char a[10] = "hello";
> int i = _mopsa_rand(0,9);
3 char »p = &(al[il); /* (p— {a}),(1i€[0,9] Aoffset(p) =i) */
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A low-level memory abstraction [Min06a]

» Translates memory accesses into scalar accesses
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A low-level memory abstraction [Min06a]

» Translates memory accesses into scalar accesses

» type cell = { base: var; offset: Z.t; typ: scalar_type }

» Synthesis for memory dereferences

» Supports type-punning, pointer arithmetic. No bitfield support implemented
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A low-level memory abstraction [Min06a]

» Translates memory accesses into scalar accesses

» type cell = { base: var; offset: Z.t; typ: scalar_type }

» Synthesis for memory dereferences

» Supports type-punning, pointer arithmetic. No bitfield support implemented

Lipari-themed example (little-endian case) Su[[uint32_t eax = OXFOCACCIA]]

1 uint32_t eax = OxFOCACC1A; S*[ cell(eax, 0, u32§) = OXFOCACCIA]

2 uint8_t x = *((uint8_t ) &eax + 3); Sﬁ[[uints_t x = #((uint8_t *) Geax + 3);]
Egeus[[*((lli"tg_t %) Geax + 3)]
S*[ cell({eax, 3, u85) = 0xFO |

« cell({eax, 3, usf)
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A low-level memory abstraction [Min06a]

» Translates memory accesses into scalar accesses

» type cell = { base: var; offset: Z.t; typ: scalar_type }

» Synthesis for memory dereferences

» Supports type-punning, pointer arithmetic. No bitfield support implemented

Lipari-themed example (little-endian case) Su[[uint32_t cax - OXFOCACCIA]]
1 uint32_t eax = OXFOCACCI1A; Su[[&“(zeax70,u325)=0xFOCAcc1A]]
2 uint8_t x = +((uint8_t «) Geax + 3); S*[uint8_t x = *((uint8_t *) &eax + 3);]
Ef . [*((uint8_t +) seax + 3)]
S¥[ cell({eax, 3, u85) = 0xFO |
+ cell({eax, 3, u8f)

S*[x = cell({eax, 3,uss)]
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New ghost variables:

» bytes(var) size in bytes of memory block
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New ghost variables:

» bytes(var) size in bytes of memory block
» slen(var) position of first must 0.

1 void strcpy(char =dst, char *src) {
2 char *p = dst, *q = src;

3 while(*q !'= '\0') {

4 P = G5 Pr; Qe

s}

6 *p = *q;

7}
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New ghost variables:

» bytes(var) size in bytes of memory block
» slen(var) position of first must 0.

offset(p) bytes(dst)
void strcpy(char *dst, char #src) {

1
e e o — |

3 while(xq !'= '\0"') {

j | P e e LLLLLITIITTTL L
s}

6 *p = *q; offset(q) slen(src)
7}

B e ()
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1 val switch : (expr list » ('a Flow.flow -> ('a,'r) cases)) list) ->
2 ('a, 'b) man -> 'a flow -> ('a, 'r) cases
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https://gitlab.com/mopsa/mopsa-analyzer/-/blob/v1.0/analyzer/framework/core/utils.ml#L135-163
https://gitlab.com/mopsa/mopsa-analyzer/-/blob/v1.0/analyzer/languages/c/memory/string_length.ml#L353-424

Conjunction of pre-conditions The switch utility

1 val switch : (expr list » ('a Flow.flow -> ('a,'r) cases)) list) ->
2 ('a, 'b) man -> 'a flow -> ('a, 'r) cases
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Conjunction of pre-conditions The switch utility Continuation (with pre-filtered state)

1 val switch : (expr list = ('a Flow.flow -> ('a,'r) cases)) list) ->
2 ('a, 'b) man -> 'a flow -> ('a, 'r) cases
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Conjunction of pre-conditions

Continuation (with pre-filtered state)

1 val switch : (expr list * ('a Flow.flow -> ('a,'r) cases)) list) ->
2 ('a, 'b) man -> 'a flow -> ('a, 'r) cases

Transfer function of base[offset] = rhs

switch [
(* setO case *)
(* Offset condition: offset € [0, length] *)
(* RHS condition: rhs = 0 *)
(* Transformation: length := offset; *)
[ mk_in offset zero length range;
mk_eq rhs zero range 1,
man.exec (mk_assign length offset range)

(* setnon@ case *)
(* Offset condition: offset = length x)
(* RHS condition: rhs # 0 =*)
(* Transformation: length := [offset + 1, size]; #*)
[ mk_eq offset length range;
mk_ne rhs zero range 1,
assign_length_interval (add offset one range) size

20
21

23
24
25
26
27
28
29
30
31
32

34
35
36

1

(* First unchanged case *)

(* Offset condition: offset € [0, length - 1] *)

(* RHS condition: rhs # @ *)

(* Transformation: nop; *)

[ mk_in offset zero (pred length range) range;
mk_ne rhs zero range 1,

(fun flow -> Post.return flow)

(* Second unchanged case *)

(* Offset condition: offset >= length + 1 x)
(* RHS condition: T *)

(* Transformation: nop; *)

[ mk_ge offset (succ length range) range 1,
(fun flow -> Post.return flow)

man flow
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» Annotation of Libc through a contract language [OM20]
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» Annotation of Libc through a contract language [OM20]
» Inspired from Frama-C ACSL
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» Annotation of Libc through a contract language [OM20]
» Inspired from Frama-C ACSL
» Contract language not restricted to C

strlen contract

1 /*$

2 * requires: valid_string or_fail(__s);

3+ ensures : return € [0, size(__s) - 1];

4 * ensures : __s[return] == 0;

s # ensures : V int i € [0, return - 1]: __s[i] != 0;
6 */

7 size_t strlen(const char *__s);
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» Annotation of Libc through a contract language [OM20]
» Inspired from Frama-C ACSL
» Contract language not restricted to C

strlen contract

1 /*$
2 % requires: Valid—Stri”g—or—fail(——5);‘73infiéf6§1}g( ----- éj:ﬁ- S[1] -
3+ ensures : return € [0, size(__s) - 1]; ’ - -

4 % ensures : __s[return] == 0;
s % ensures : VY int i € [0, return - 1]: __s[i] != 0;
6 */

7 size_t strlen(const char *__s);
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» Annotation of Libc through a contract language [OM20]
» Inspired from Frama-C ACSL
» Contract language not restricted to C

strlen contract

1 /*$

2 * requires: valid_string or_fail(__s); — i 5 e o 2 e o] [T e
3+ ensures : return € [0, size(__s) - 1]; = =

4 % ensures : __s[return] == 0;

s + ensures : VY int i € [0, return - 1]: __s[i] != 0;

6 */ Quantifier interpretation: delegated to domains

7 size_t strlen(const char *__s);
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https://sv-comp.sosy-lab.org/2024/results/results-verified/

Benchmark # Tests Total LOC Time  Precision

CWE121 2,508 234,930  3,064s 22.13%
CWE122 1,556 166,664  1,948s 25.84%
CWE124 758 93,372 961s 36.94%
CWE126 600 75,984 769s 46.83%
CWE127 758 89,022 963s 37.07%
CWE190 3,420 440,749 4,356s 78.13%
CWE191 2,622 340,884  3,236s 78.87%
CWE369 497 83,238 674s 70.42%
CWE415 190 17,990 228s  100.00%
CWE416 118 14,782 142s 67.80%
CWE469 18 1,520 22s  100.00%
CWE476 216 20,427 254s  100.00%

Table 1: Juliet benchmarks (non-relational
configuration, no partitioning). L,



https://sv-comp.sosy-lab.org/2024/results/results-verified/

Benchmark # Tests Total LOC Time  Precision
CWE121 2,508 234,930 3,064s 22.13%
CWE122 1,556 166,664  1,948s 25.84%
CWE124 758 93,372 961s 36.94%
CWE126 600 75,984 769s 46.83%
CWE127 758 89,022 963s 37.07%
CWE190 3,420 440,749  4,356s 78.13%
CWE191 2,622 340,884  3,236s 78.87%
CWE369 497 83,238 674s 70.42%
CWE415 190 17,990 228s  100.00%
CWE416 118 14,782 142s 67.80%
CWE469 18 1,520 22s  100.00%
CWE476 216 20,427 254s  100.00%

Table 1: Juliet benchmarks (non-relational

configuration, no partitioning).

Benchmark Time Selectivity # checks
basename 33.79s 98.65% 11,731
comm 42.67s 97.32% 12,654
dircolors 34.82s 99.74% 20,062
dirname 21.68s 99.61% 11,307
echo 19.26s 99.43% 11,010
false 14.50s 99.72% 10,774
getlimits 34.62s 98.54% 11,711
hostid 18.05s 99.65% 11,303
id 32.69s 99.04% 12,338
link 23.03s 99.52% 11,572
logname 20.36s 99.66% 11,307
mkfifo 34.87s 99.20% 11,807

Table 2: coreutils benchmarks (fully
symbolic arguments, relational analysis).
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Current analyses in Mopsa

Python analysis



» Detects uncaught exceptions
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» Detects uncaught exceptions
» Type and value analyses available

» Supports crazy Python
dynamic typing, semantics, . ..

» Does not support GC finalizers,
async, eval
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(Pyprogram) (5)  (Pydesugar) (yfiow)
(Uintraproc) (Utoops) (vinterproc)
(pydibraries) (3) (Pydata.model) (7) (Py.objects)
» Detects uncaught exceptions

» Type and value analyses available < ?

» Supports crazy Python
dynamic typing, semantics, . .. Ouniversal
QOC specific
» Does not support GC finalizers, @Python specific (

async, eval

SW|tch

) @ Reduced product

@ Composition

s | i)
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Fspath (from standard library)

class Path:
def __fspath__(self): return 42

def fspath(p):
if isinstance(p, (str, bytes)):
return p
elif hasattr(p, "__fspath__"):
r = p.__fspath__()
if isinstance(r, (str, bytes)):
return r
raise TypeError

fspath("/dev" if random() else Path())
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def fspath(p):
if isinstance(p, (str, bytes)):
return p
elif hasattr(p, "__fspath__"):
r = p.__fspath__()
if isinstance(r, (str, bytes)):
return r
raise TypeError

fspath("/dev" if random() else Path())
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Pointer-like domain
V — P(Addr* U { LocUndef,GlobUndef })

1
2
3
4

®
6
7
8

10
1
12
13

Fspath (from standard library)

class Path:
def __fspath__(self): return 42

def fspath(p):
if isinstance(p, (str, bytes)):
return p
elif hasattr(p, "__fspath__"):
r = p.__fspath__()
if isinstance(r, (str, bytes)):
return r
raise TypeError

fspath("/dev" if random() else Path())
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Fspath (from standard library)

class Path:

Pointer_“ke domain def __fspath__(self): return 42

V — P(Addr* U { LocUndef,GlobUndef })

1
2
3
4 def fspath(p):
5 if isinstance(p, (str, bytes)):
6 return p
8 r = p.__fspath__()
9 if isinstance(r, (str, bytes)):
10 return r
1 raise TypeError

13 fspath("/dev" if random() else Path())
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Fspath (from standard library)

1 class Path:
Pointer_“ke domain 2 def __fspath__(self): return 42
3
V — P(Addr U { LocUndef,GlobUndef}) & def fspath(p):
5 if isinstance(p, (str, bytes)):
6 return p
8 r = p.__fspath__()
e @ e 9 if isinstance(r, (str, bytes)):
Attribute abstraction + ghost variables o return 1
ﬂ .ot 1 raise TypeError
Addr — Objs »

13 fspath("/dev" if random() else Path())
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0bjs* = { (L,u) | € P(string),u € P(string) U{ T}, Cuvu=T}
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0bjs* = { (L,u) | € P(string),u € P(string) U{ T}, Cuvu=T}

Objs' — P(P(string))
’chabjs ¢ (LT) — {seP(string)|lCs}
(Lu) — {seP(string)|lCsCu}
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0bjs* = { (L,u) | € P(string),u € P(string) U{ T}, Cuvu=T}

Objs' — P(P(string))
’ngjs ¢ (LT) — {seP(string)|lCs}
(Lu) — {seP(string)|lCsCu}
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» Precise analysis of object initialization
» Twofold partitioning:

e by allocation site [ € Loc
e through a recency criterion: ([, r) most recent allocation (with strong updates)
(1,0) older addresses (summarized)

» Initially designed for analysis of low-level code (binaries, C)
» Also used in Type Analysis for JavaScript [JMT09]

48



1 class Task:

2 def __init__(self, weight):

3 if weight < 0: raise ValueError
4 self.weight = weight
5
6

1 = [Task(2), Task(1), Task(4), Task(5)]

Composed on top of address, for
attribute “weight”:

©*(Task, r) - weight v [2,2]
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{@ﬁ(Task, r)— 0,0
1 class Task:

2 def __init__(self, weight):

3 if weight < 0: raise ValueError

4 self.weight = weight
5
6

1 B8 [-, Task(1), Task(4), Task(5)]

Composed on top of address, for
attribute “weight”:

©*(Task, r) - weight v [2,2]

Allocation:
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{ @(Task.r) - weight v [2,2]

class Task:
def __init__(self, weight):

" 'iliii < il iilii ValueError

1 = [Task(2), Task(1), Task(4), Task(5)]

1
2
3
4
5
6

Composed on top of address, for
attribute “weight”:

©*(Task, r) - weight v [2,2]

Initialization:
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{ @(Task.r) - weight v [2,2]

1 class Task:

2 def __init__(self, weight):

3 if weight < 0: raise ValueError

4 self.weight = weight Qﬁ(TaSka r) = Q)a Q)

5 .

6 1= [Task(2), RN, Tosk(4), Task(5)] @*(Task, 0) - weight — [2,2]

Composed on top of address, for
attribute “weight”:

©*(Task, r) - weight v [2,2]

Allocation:
©f(Task, r) ~» @*(Task, o)
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{ @(Task.r) - weight v [2,2]

1 class Task:
2 def __init__(self, weight):

. - R 2 i
T 0 (1ask.) - weight 1,1
5 .

6 1= [Task(2), Task(1), Task(4), Task(5)] ©*(Task, 0) - weight ~ [2,2]

Composed on top of address, for
attribute “weight”:

©*(Task, r) - weight v [2,2]

Initialization:
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{@ﬁ(Task, r) - weight — [2,2]
1 class Task:

2 def __init__(self, weight):

3 if weight < 0: raise ValueError .

4 self.weight = weight Qﬁ(TaSka r) ) Welght = [15 1]
5 .

6 1= [Task(2), Task(D), [ Tas<(s) ©(Task, 0) - weight ~ [2,2]

Return of ghost variables {@mask, ) 0,0

Compose? or? tor: of address, for @ (Task, 0) - weight — [2,2] Ui [1,]
attribute “weight”:

©*(Task, r) - weight v [2,2]

Allocation:
©f(Task, r) ~» @*(Task, o)
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©F(Task, r) - weight — [2,2]

class Task: {
def __init__(self, weight):

settouedgnt S wesgne ©¥(Task, r) - weight +— [1,7]

1 = [Task(2), Task(1), Task(4), Task(5)] @ﬁ(TaSk, O) . weight — [2,2]

Return of ghost variables {@ﬂ(rask, r) - weight > [4,4]

Compose? o tor: of address, for @ (Task, 0) - weight — [1, 2]
attribute “weight”:

1
2
3
4
5
6

©*(Task, r) - weight v [2,2]

Initialization:
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{@ﬁ Task, r) - weight — [2, 2]

class Task:
def __init__(self, weight):
if weight < 0: raise ValueError

q
2
13» self.weight = weight @ﬁ(TaSk r) Welght — [1 1]
5
6 1 = [Task(2), Task(1), Task(4), -] @ﬁ(TaSk O) welght — [2 2]

Return of ghost variables { ©*(Task, ) - weight - [4,4]

Composed on top of address, for

. . #(Task, 0) - weight + [1,2]
attribute “weight”:

©*(Task, r) - weight v [2,2] ©*(Task, r) +— 0,0

©*(Task,0) -weight — [1,2] U [4, 4]

Allocation:
©f(Task, r) ~» @*(Task, o)
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{@ﬁ Task, r) - weight — [2, 2]

class Task:
def __init__(self, weight):

" 'iliii < il ii"i ValueError

©f(Task, r) - weight — [1,1]
©f(Task, 0) - weight — [2, 2]

Return of ghost variables { ©*(Task, ) - weight - [4,4]

1
2
3
4
5
6

1 = [Task(2), Task(1), Task(4), Task(5)]

Composed on top of address, for

. . #(Task, 0) - weight + [1,2]
attribute “weight”:

©*(Task, r) - weight v [2,2] @*(Task, r) - weight — [5,5]

©*(Task, 0) - weight — [1, 4]

Initialization:

49



—— Typeanalysis

Nominal types used in abstract

class Task:
Ca7 it (el Degis addresses. No need for allocation-site
if weight < 0: raise ValueError
DeUiFTERf = Tt in Tasks. But helpful for lists!
m=[1, 2]
1 = [Task(i) for i in m]
1.append(Task(3))
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Task creation

Nomlnal types used in abstract

class Task:
Ca7 it (el Degis addresses. No need for allocation-site
if weight < 0: raise ValueError ) )
SCUTIEREE S Tt in Tasks. But helpful for lists!
m [1, 2]

—

oz Valueanalysis
.append(Task(3))

Use allocation sites for range objects.
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—— Typeanalysis

Nominal types used in abstract

class Task:
A it (seli, Tadit)s addresses. No need for allocation-site
if weight < 0: raise ValueError
DeUiFTERf = Tt in Tasks. But helpful for lists!
m=[1, 2]
1.append(Task(3))

Use allocation sites for range objects.
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Type Analysis

Non-relational Value Analysis

Name Loc | _. Exceptions detected | _. Exceptions detected
Time Mem. Time Mem.

Type Index Key Type Index Key
® nbody.py 157 | 1.5s 3MB 0 22 1| 57s 9MB 0 1 1
@ scimark.py 416 | 14s | 12MB 1 1 0| 34s | 27MB 1 0 0
@ richards.py 426 13s | 112MB 1 0 17s | 149MB 1 2 0
@ unpack_seq.py 458 | 8.3s 7MB 0 0 0| 9.4s 6MB 0 0 0
@ go.py 461 27s | 345MB 33 20 0] 2.0m 1.4GB 33 20 0
@ hexiom.py 674 | 1.1m | 525MB 0 46 3| 47m | 3.2GB 0 21 3
@ regex_v8.py 1792 23s 18MB 0 | 2053 0] 13m 56MB 0 145 0
® processInput.py | 1417 10s 64MB 7 7 1 12s 85MB 7 4 1
@ choose.py 2562 | 1.1m 1.6GB 12 22 71 29m 3.7GB 12 13 7
Total 9294 | 40m | 2.8GB 59 | 2214 12 | 13m | 9.1GB 59 228 12
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https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_nbody.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_scimark.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_richards.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_unpack_sequence.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_go.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_hexiom.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_regex_v8.py
https://github.com/facebook/PathPicker/blob/a2fdbb604ef76505ec81b6ef451e5f73d2685686/src/processInput.py
https://github.com/facebook/PathPicker/blob/a2fdbb604ef76505ec81b6ef451e5f73d2685686/src/choose.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_regex_v8.py

Type Analysis Non-relational Value Analysis
Name Loc | _. Exceptions detected | _. Exceptions detected
Time Mem.

pe Index Key
® nbody.py 157 1 1
@ scimark.py 416 0 0
@ richards.py 426 2 0
@ unpack_seq.py 458 0 0
@ go.py 461 20 0
@ hexiom.py 674 21 3
@ regex_v8.py 1792 145 0
® processInput.py | 1417 4 1
@ choose.py 2562 | 1. . 13 7
Total 9294 [ 40m [ 2.86B| 59| 2214 | 12| 13m [ 91GB| 59| 228] 12

51



https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_nbody.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_scimark.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_richards.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_unpack_sequence.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_go.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_hexiom.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_regex_v8.py
https://github.com/facebook/PathPicker/blob/a2fdbb604ef76505ec81b6ef451e5f73d2685686/src/processInput.py
https://github.com/facebook/PathPicker/blob/a2fdbb604ef76505ec81b6ef451e5f73d2685686/src/choose.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_regex_v8.py

alyS|s Non-relational Value Analysis

- Exceptlons detected mn Except|ons detected
o Index

® nbody.py

@ scimark.py

@ richards.py

@ unpack_seq.py

@ go.py

@ hexiom.py

@ regex_v8.py

@ processInput.py
@ choose.py
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https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_nbody.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_scimark.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_richards.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_unpack_sequence.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_go.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_hexiom.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_regex_v8.py
https://github.com/facebook/PathPicker/blob/a2fdbb604ef76505ec81b6ef451e5f73d2685686/src/processInput.py
https://github.com/facebook/PathPicker/blob/a2fdbb604ef76505ec81b6ef451e5f73d2685686/src/choose.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_regex_v8.py

Name Attributes Types Indexes Keys Values Overflows Divisions
@ scimark.py 746/746 844 [844 2/5 29/30 21/43 20/21
@ richards.py 352/353 389/389 2/4 2/3 2/2
@ unpack_seq.py 807/807 1210/1210 1/1

@ go.py 664/697  728/728 2/20 717 6/12 4/6
® hexiom.py 598/598 6721672 10/32 0/3 23/24

? regex_v8.py 7357/7357 8349/8349 1913/2057 63/63

©® processInput.py 617/619 790/792 12/12  0/1 0/1 2/2

©® choose.py 2519/2521 2997/2999 28/39  4/8  9/24 7/17

Selectivity of the analysis on some classes of exceptions
Selectivity = Number of proved safe operations / Total number of checks
An empty cell denotes a program where the kind of exception cannot happen
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https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_scimark.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_richards.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_unpack_sequence.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_go.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_hexiom.py
https://github.com/python/pyperformance/blob/master/pyperformance/benchmarks/bm_regex_v8.py
https://github.com/facebook/PathPicker/blob/a2fdbb604ef76505ec81b6ef451e5f73d2685686/src/processInput.py
https://github.com/facebook/PathPicker/blob/a2fdbb604ef76505ec81b6ef451e5f73d2685686/src/choose.py

Current analyses in Mopsa

Python+C analysis



» Performance (numpy)

» System libraries (pygit2)
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» Performance (numpy)
» System libraries (pygit2)

» Different values (Z vs. 1nt32)
» Shared memory state
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» Performance (numpy)

» System libraries (pygit2)

» Different values (Z vs. 1nt32)
» Shared memory state
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counter.c

typedef struct {
PyObject_HEAD;
int count;

} Counter;

static PyObject*
CounterIncr(Counter *self, PyObject *args)
{
int i = 1;
if(!PyArg_ParseTuple(args, "|i", &1))
return NULL;

self->count += 1i;
Py_RETURN_NONE;
}

static PyObject*
CounterGet(Counter #self)

{
}

return Py_Buildvalue("i", self->count);

from counter import Counter
from random import randrange

¢ = Counter()
power = randrange(128)
c.incr(2++*power-1)



counter.c count.py

1 typedef struct { 22 from counter import Counter
2 PyObject_HEAD; 23 from random import randrange
3 int count; 24

4 } Counter; @ c = Counter()

5 26 power = randrange(128)

6 static PyObject= 27 c.incr(2*+power-1)

7 CounterIncr(Counter *self, PyObject *args) 28 c.incr()

8 { 29 r = c.get()

9 int i = 1;

10 if(!PyArg_ParseTuple(args, "|i", &1))

1 return NULL;

12

13 self->count += i;

14 Py_RETURN_NONE;

15}

16

17 static PyObject=
18 CounterGet(Counter #self)

19 {
20 return Py_Buildvalue("i", self->count);
21}
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counter.c count.py

1 typedef struct { 22 from counter import Counter
2 PyObject_HEAD; 23 from random import randrange
3 int count; 24

4 '} Counter; 25 ¢ = Counter()

5 26 power = randrange(128)

6 static PyObjects @ c.incr(2+*power-1)

7 CounterIncr(Counter *self, PyObject *args) 28 c.incr()

8 { 29 r = c.get()

9 int i = 1;

10 if(!PyArg_ParseTuple(args, "|i", &1))

1 return NULL;

12

13 self->count += i;

14 Py_RETURN_NONE;

15}

16

17 static PyObject=
18 CounterGet(Counter #self)

19 {
20 return Py_Buildvalue("i", self->count);
21}
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counter.c count.py

1 typedef struct { 22 from counter import Counter
2 PyObject_HEAD; 23 from random import randrange
3 int count; 24

4 '} Counter; 25 ¢ = Counter()

5 26 power = randrange(128)

6 static PyObjects @ c.incr(2+*power-1)

7 CounterIncr(Counter *self, PyObject *args) 28 c.incr()

8 { 29 r = c.get()

9 int i = 1;

10 if(!PyArg_ParseTuple(args, "|i", &1))

1 return NULL;

12

self->count += 1i;
Py_RETURN_NONE;

-
=

15 }

17 static PyObject=
18 CounterGet(Counter #self)

19 {
20 return Py_Buildvalue("i", self->count);
21}
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counter.c

typedef struct {
PyObject_HEAD;
int count;

} Counter;

static PyObject*
CounterIncr(Counter *self, PyObject *args)
{
int i = 1;
if(!PyArg_ParseTuple(args, "|i", &1))
return NULL;

self->count += 1i;
Py_RETURN_NONE;
}

static PyObject*
CounterGet(Counter #self)

{
}

return Py_Buildvalue("i", self->count);

22
23
24
25
26
27
28

from counter import Counter
from random import randrange

count.py

¢ = Counter()

power = randrange(128)

c.incr(2++*power-1)
c.incr()

r

c.get()
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counter.c

typedef struct {
PyObject_HEAD;
int count;

} Counter;

static PyObject*
CounterIncr(Counter *self, PyObject *args)
{
int i = 1;
if(!PyArg_ParseTuple(args, "|i", &1))
return NULL;

self->count += 1i;
Py_RETURN_NONE;
}

static PyObject*
CounterGet(Counter #self)

{
}

return Py_Buildvalue("i", self->count);

22
23
24
25
26
27
28

from counter import Counter
from random import randrange

count.py

¢ = Counter()

power = randrange(128)

c.incr(2++*power-1)
c.incr()

r

c.get()
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counter.c

typedef struct {
PyObject_HEAD;
int count;

} Counter;

static PyObject*
CounterIncr(Counter *self, PyObject *args)
{
int i = 1;
if(!PyArg_ParseTuple(args, "|i", &1))
return NULL;

self->count += 1i;
Py_RETURN_NONE;
}

static PyObject*
CounterGet(Counter #self)

{
}

return Py_Buildvalue("i", self->count);

22
23
24
25
26
27
28
29

count.py

from counter import Counter
from random import randrange

¢ = Counter()

power = randrange(128)
c.incr(2++*power-1)
c.incr()

r = c.get()

power < 30 = r = 2POWer
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counter.c

typedef struct {
PyObject_HEAD;
int count;

} Counter;

static PyObject*
CounterIncr(Counter *self, PyObject *args)
{
int i = 1;
if(!PyArg_ParseTuple(args, "|i", &1))
return NULL;

self->count += 1i;
Py_RETURN_NONE;
}

static PyObject*
CounterGet(Counter #self)

{
}

return Py_Buildvalue("i", self->count);

23
24
25
26

28
29

count.py

from counter import Counter
from random import randrange

¢ = Counter()

power = randrange(128)
c.incr(2++*power-1)
c.incr()

r = c.get()

power < 30 = r = 2POVer

32 < power < 64: OverflowError:

signed integer is greater than maximum
power > 64: OverflowError:

Python int too large to convert to C lon%54
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counter.c

typedef struct {

PyObject_HEAD;
int count;

} Counter;

static PyObject*
CounterIncr(Counter *self, PyObject *args)

{

}

int i = 1;
if(!PyArg_ParseTuple(args, "|i", &1))
return NULL;

self->count += 1i;
Py_RETURN_NONE;

static PyObject*
CounterGet(Counter #self)

{
}

return Py_Buildvalue("i", self->count);

22
23
24
25
26
27

29

count.py

from counter import Counter
from random import randrange

¢ = Counter()

power = randrange(128)
c.incr(2++*power-1)
c.incr()

r = c.get()

power < 30 = r = 2POVer
power =31=1 — 2’

32 < power < 64: OverflowError:
signed integer is greater than maximum

» power > 64: OverflowError:

Python int too large to convert to C lon%54
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Difficulty: shared memory

» Each language may change the memory state, and has a different view of it
» Synchronization? We could perform a full state translation, but

e the cost would be high in the analysis
e some abstractions can be shared between Python and C

» Observation: structures are directly dereferenceable by one language only
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Difficulty: shared memory

» Each language may change the memory state, and has a different view of it
» Synchronization? We could perform a full state translation, but

e the cost would be high in the analysis
e some abstractions can be shared between Python and C

» Observation: structures are directly dereferenceable by one language only

» Switch to other language otherwise (c.incr() ~ o ~count o 1)
Additional hypothesis: C accesses to Python objects through the API
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High-level idea

Difficulty: shared memory

» Each language may change the memory state, and has a different view of it
» Synchronization? We could perform a full state translation, but

e the cost would be high in the analysis
e some abstractions can be shared between Python and C

State separation ~ reduced synchronization
» Observation: structures are directly dereferenceable by one language only

» Switch to other language otherwise ( s )
Additional hypothesis: C accesses to Python objects through the API

» Synchronization: only when objects change language for the first time

55



High-level idea

Difficulty: shared memory

» Each language may change the memory state, and has a different view of it
» Synchronization? We could perform a full state translation, but

e the cost would be high in the analysis
e some abstractions can be shared between Python and C

State separation ~ reduced synchronization
» Observation: structures are directly dereferenceable by one language only

» Switch to other language otherwise ( s )
Additional hypothesis: C accesses to Python objects through the API

» Synchronization: only when objects change language for the first time

» Mopsa supports shared abstractions
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CPython API
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» Popular, real-world libraries available on GitHub, averaging 412 stars.

» Whole-program analysis: we use the tests provided by the libraries.
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https://github.com/caseman/noise
https://github.com/doukremt/distance
https://github.com/ajakubek/python-llist
https://github.com/WojciechMula/pyahocorasick
https://github.com/ztane/python-Levenshtein/
https://github.com/ilanschnell/bitarray

» Popular, real-world libraries available on GitHub, averaging 412 stars.

» Whole-program analysis: we use the tests provided by the libraries.

Library C+Py loc  Tests ©fest HROVACIECKSe 4 chocks
noise 1397 15/15  1.2s 99.7% 6690
cdistance 2345  28/28  4.1s 98.0% 13716
1list 4515 167194 1.5s 98.8% 36255
ahocorasick 4877 46/92  1.2s 96.7% 6722
levenshtein 5798 17[/17 53s 84.6% 4825
bitarray 5841 159/216 1.6s 94.9% 25566
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https://github.com/caseman/noise
https://github.com/doukremt/distance
https://github.com/ajakubek/python-llist
https://github.com/WojciechMula/pyahocorasick
https://github.com/ztane/python-Levenshtein/
https://github.com/ilanschnell/bitarray

Easing development




Developing sound, precise, scalable, static analyzers is a challenge!
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Developing sound, precise, scalable, static analyzers is a challenge!

» Investing time in creating specific tools can help a lot!
Examples in the remainder of this section.
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Experimental results should be reproducible, through artifacts
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Developing sound, precise, scalable, static analyzers is a challenge!

» Investing time in creating specific tools can help a lot!
Examples in the remainder of this section.

» Reproducible science
Experimental results should be reproducible, through artifacts

» Career
o tool dev. vs papers
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Developing sound, precise, scalable, static analyzers is a challenge!

» Investing time in creating specific tools can help a lot!
Examples in the remainder of this section.
» Reproducible science
Experimental results should be reproducible, through artifacts
» Career

o tool dev. vs papers
« software life and changing jobs
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Easing development

Cl, tests & benchmarks
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Our benchmarks are
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Our benchmarks are
» third-party real code
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Our benchmarks are

» third-party real code
» open-source — for the sake of reproducible science
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Our benchmarks are

» third-party real code

» open-source — for the sake of reproducible science
» unmodified*
e Underscores practicality of our approach
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Our benchmarks are

» third-party real code

» open-source — for the sake of reproducible science
» unmodified*

e Underscores practicality of our approach
e * stubs can be added in marginal cases
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mopsa-diff script

» compares analysis report(s): either single output or set of outputs
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mopsa-diff script

» compares analysis report(s): either single output or set of outputs
» usecases: different configurations, different versions of Mopsa
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mopsa-diff script

» compares analysis report(s): either single output or set of outputs
» usecases: different configurations, different versions of Mopsa

--- baseline/touch-many-symbolic-args-a4.json
+++ pplite/touch-many-symbolic-args-a4.json

- time: 589.0760
time: 675.1761

+

+

parse-datetime.
parse-datetime.
parse-datetime.
- parse-datetime.

y:1399.44-46: alarm: Invalid memory access
y:965.56-71: alarm: Invalid memory access
y:980.25-52: alarm: Invalid memory access
y:1003.23-50: alarm: Invalid memory access
- parse-datetime.y:921.56-71: alarm: Invalid memory access
parse-datetime.c:1733.2-8: alarm: Invalid memory access
parse-datetime.y:781.26-41: alarm: Invalid memory access

y

y

y

y

y

parse-datetime.y:772.23-38: alarm: Invalid memory access
parse-datetime.y:755.23-38: alarm: Invalid memory access
parse-datetime.y:973.25-52: alarm: Invalid memory access
- parse-datetime.y:610.8-41: alarm: Invalid memory access
- parse-datetime.y:743.25-40: alarm: Invalid memory access 65()




mopsa-diff script

» compares analysis report(s): either single output or set of outputs
» usecases: different configurations, different versions of Mopsa

--- baseline/touch-many-symbolic-args-a4.json
+++ pplite/touch-many-symbolic-args-a4.json

+

o+

time: 589.0760
time: 675.1761

parse-datetime.
parse-datetime.
parse-datetime.
parse-datetime.
parse-datetime.
parse-datetime.
parse-datetime.
parse-datetime.
parse-datetime.
parse-datetime.
parse-datetime.
parse-datetime.

:1399.44-46: alarm: Invalid memory access
:965.56-71: alarm: Invalid memory access
:980.25-52: alarm: Invalid memory access
:1003.23-50: alarm: Invalid memory access
:921.56-71: alarm: Invalid memory access
:1733.2-8: alarm: Invalid memory access

:781.26-41: alarm: Invalid memory access
:772.23-38: alarm: Invalid memory access
:755.23-38: alarm: Invalid memory access
:973.25-52: alarm: Invalid memory access
:610.8-41: alarm: Invalid memory access

:743.25-40: alarm: Invalid memory access

139 reports compared
avg. time change
avg. speedup

new alarms

removed alarms

new assumptions
removed assumptions
new successes

new failures

+52.065s
-36%

2

32

0

(ol oo)
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Easing development

Static analyzer interfaces



» Analysis output Too coarse
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» Analysis output Too coarse
» Printing abstract state using builtins Not interactive
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— i — ——

» Analysis output Too coarse
» Printing abstract state using builtins Not interactive

» Interpretation trace

—— i — — — — —— — — — — —

S

L
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

——

+
I
I
I
I
I
I
I
I
I
I

o

+
I
I
I
I

Can be dozens of gigabytes of text

| set_program_name(argv[0]); |]

[| add(argve)

argve = argv[e]: |]

[l add(argve) |]

S [| add(argve) |] in below(c.iterators.intraproc)

+ S [| add(argve) |] in C/Scalar

| S [| add(offset{argv®]) |] in Universal

| = s [| add(offset{argve]) |] in Universal done [P.0001s, 1 case]

o S [| add(argve) |] in C/Scalar done [0.0001s, 1 case]

+ S [| add(argve) |] in below(c.memory.lowlevel.cells)

| S [| add(offset{argve]) |] in Universal

| © s [| add(offset{argve]) |] in Universal done [P.0001s, 1 case]

o S [| add(argve) |] in below(c.memory.lowlevel.cells) done [0.0001s, 1 case]
S [| add(argv@) |] in below(c.iterators.intraproc) done [0.0801s, 1 case]

[| add(argve) |] done [0.0002s, 1 case]

[l argve = argv[e]; |]

S [| argve = (signed char *) @argv{®}:ptr; |] in below(c.iterators.intraproc)
+ S [| argv® = (signed char *) @argv{@}:ptr; |] in C/Scalar

| s [| offset{fargve]t = (offset{@gargv{@}:ptrl} + 0); |] in Universal

|+ 5 [| offset{argve]} = (offset{@argv{®@}:ptr]}} + ®8); |] in below(universal.iterators.intraproc)
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» Language Server Protocol for linters (report alarms)

system.h - coreutils-benchmarks - Visual Studio Code

File Edit Selection View Go Run Terminal Help

C fmtc 9+ C system.h 4 X =n 2 ¥t o0

src > coreutils-8.30 > src > € system.h > @ emit_ancillary_info(char const *)
630  emit_ancillary_info (char const *program)

oa4 i1, Invalid nemory access: accessing 8 bytes at offsets
? Z:; whil 1g 115] of variable 'infomap' of size 112 bytes i
s ViewProblem (Alt+F8)  No quick fies avalzble
; if (map_pIog:node)
649 node = map_prog->node ;
650
651 | printf (_("\n%s online help: <¥s>\n"), PACKAGE_NAME, PACKAGE_URL);
652
653 /* Don't output this redundant message for English locales.
o : ° : :

PRoBLEMS @) OUTPUT  DEBUGCONSOLE  TERMINAL  PORTS | Filter (eg. text, */%ts,!/n... ¥

v € system.h srclcoreutils-8.30/src

S —

ts [8,112] of variable ‘info
2

4
T s ek (et e e s i ey
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» Language Server Protocol for linters (report alarms)

» Debug Adapter Protocol providing interactive engine interface

system.h - coreutils-benchmarks - Visual Studio Code

fmt.c - coreutils-benchmarks - Visual Studio Code

File Edit Selection View Go Run Terminal Help

C fmtc 9 C system.h 4 X =n 2 ¥t o0
src > coreutils-8.30 > src > € system.h > @ emit_ancillary_info(char const %)
630 emit_ancillary_info (char const *program)

oa4 .| Invalid memory access: accessing 8 bytes at offsets

045 whil (g 193] of variable 'infomap' of size 112 bytes i
+ I ma

s ViewProblem (Alt+F8)  No quick fies avalzble
; if (map_pIog:node)

649 node = map_prog->node;

650

651 | printf (_("\n%s online help: <¥s>\n"), PACKAGE_NAME, PACKAGE_URL);

652

653 /* Don't output this redundant message for English locales.

654 | | | Note we still output for 'C' so that it gets included in the man page.

ProBLEMS @) OUTPUT  DEBUGCONSOLE  TERMINAL  PORTS

v € system.h srcfcoreutils-8.30/src (@)

Ll

Filter (e.g.text, **/%.ts, 1**/n...

Y @

L e e L 1 R e 1 e ey

File Edit Selection View Go Run Terminal Help

RUNANDDEBUG | D] fmt ~E> 2 Yt
 VARIABLES.

 floatiityu intity 317

bytes{@arg#0} = [1,18446744073709551615] 320

bytesf@arg#1} = [1,18446744073700551615] 21

- [ 2

& offset{argvl = [0,0] e

-2 offset{@argv{0}:ptrl = [0,0] ® 325

offset{Bargv{8}:ptrl = [0,0] 326

< poiners ] 327

argy = { Gargv } 328

argu{e}:ptr = { @argi0 } 22

330

@argv{B}:ptr = { Gargél }
@argv{16}:ptr = { NULL }
> WATCH
> BREAKPOINTS
> CALLSTACK
> TELESCOPE
W0 &> fmt (coreu

o 0

main (int argc, char **argv)
bool ok = true;

Se® D -

src > coreutils-8.30 > src > € fmt.c > @ main(int, char **)

char const *max_width_option = NULL;|

char const *goal_width_option

initialize_main (&argc, &argv
set_program_name (argv[0]);
setlocale (LC_ALL, "");

)i

nuLy

bindtextdomain (PACKAGE, LOCALEDIR)

textdomain (PACKAGE);
atexit (close_stdout);

Filter (e.g. text, **/*.t5, **/... ¥

No problems have been detected in the workspace

x




» Language Server Protocol for linters (report alarms)

» Debug Adapter Protocol providing interactive engine interface

» Both protocols introduced by VSCode, supported by multiple IDEs

system.h - coreutils-benchmarks - Visual Studio Code

fmt.c - coreutils-benchmarks - Visual Studio Code

File Edit Selection View Go Run Terminal Help

C fmtc 9+ EN TR

© 0

src > coreutils-8.30 > src > € system.h > @ emit_ancillary_info(char const *)

C systemh 4 X

630 emit_ancillary_info (char const *program)
o i1 INvelid memozy access: accessing & bytes at offsets
645 | whil 15 415) of variable 'infomap' of size 112 bytes
+ I na
o ViewProblem (AI:+F8)  No quick fixes vaiable

;I if (map,_pTog:>node)

649 node = map_prog->node;

650

651 printf (_("\n%s online help: <¥s>\n"), PACKAGE_NANE, PACKAGE_URL);

652

653 /* Don't output this redundant message for English locales.

654 | | | Note we still output for 'C' so that it gets included in the man page.

ProBLEMS @) OUTPUT  DEBUGCONSOLE  TERMINAL  PORTS

v € system.h srcfcoreutils-8.30/src (@)

Ll

Filter (e.g.text, **/%.ts, 1**/n...

Y @

L e e L 1 R e 1 e ey

File Edit Selection View Go Run Terminal Help
RUNANDDEBUG | D>| fmt. s
~ VARIABLES
~ float-itv U intitv
bytes{@arg#0} = [1,18446744073709551615]
bytes{@arg#1} = [1,18446744073709551615]
bytes{@argvl = [24,24]
offsetfargv} = [0,0]

s offset{Bargv{0}:ptr]} = [0,0]
offset{Bargv{8}:ptr} = [0,0]
< pointers
argv = { @argv }
@argv{@}:ptr = { @arg#e }
@argv{8}:ptr = { @arg#l }
@argv{16}:ptr = { NULL }
> watcH
> BREAKPOINTS.
> CALLSTACK
Bl > TeLescore

§° main AO W0 & ft (coreu

2oyt

317
320
321
322
323

o 0

main (int argc, char **argv)
bool ok = true;

char const *max_width_option = NULL;|
nuLy

char const *goal_width_option

initialize_main (&argc, &argv
> set_program_name (arqv[e]);
setlocale (LC_ALL, "");

bindtextdomain (PACKAGE, LOCALEDIR)

textdomain (PACKAGE);
atexit (close_stdout);

Filter (e.g. text, **/*.t5, **/... ¥

No problems have been detected in the workspace

Se® D -

src > coreutils-8.30 > src > € fmt.c > @ main(int, char **)

)i

x




Easing development

Plug-ins to observe the analysis



Observe analyzer state before/after any expression/statement analysis
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» Global metric for the analysis’ results

» Good to detect issues in the instrumentation of the fully context-sensitive
analysis
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» Good to detect issues in the instrumentation of the fully context-sensitive
analysis

./src/coreutils-8.30/src/fmt.c:

'main' 76% of 72 statements analyzed
'set_prefix' 100% of 12 statements analyzed
'same_para' 100% of 1 statement analyzed
'get_line' 100% of 30 statements analyzed
‘fmt' 100% of 7 statements analyzed
'base_cost' 100% of 16 statements analyzed
‘line_cost' 100% of 10 statements analyzed
‘get_prefix' 100% of 18 statements analyzed
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Bottom shouldn’t appear after some statements (such as assignments).

Goblint: ensure that at least one branch of a conditional is analyzed.
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Bottom shouldn’t appear after some statements (such as assignments).

Goblint: ensure that at least one branch of a conditional is analyzed.

Warns when assignments to top are performed

Simplifies the search for sources of large imprecision
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Measures which parts of Mopsa are the most time-consuming
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Measures which parts of the analyzed program are the most time-consuming

» Loop-level profiling
» Function-level profiling
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Measures which parts of Mopsa are the most time-consuming

Measures which parts of the analyzed program are the most time-consuming

» Loop-level profiling
» Function-level profiling

Mopsa analysis of coreutils fmt




Easing development

Testcase reduction
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» Static analyzers are complex piece of code and may contain bugs
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THE #1 PROGRAMMER EXCUSE
FOR LEGITIMATELY SLACKING OFF:

“MY CODE’S COMPILING.”

HEY! GET BACK
TOWORK! _/

]:;I =

7

|

COHP@

OH. CARRY ON. SATAY
i ”

‘-1 I\ ‘k‘\-
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Handling multi-file projects

creduce limited to reducing a specific file
Mitigation: generate a pre-processed, standalone file

Painful operation on large projects such as coreutils

Mopsa supports multi-file C projects

» mopsa-build
e Records compiler/linker calls and their options
e Creates a compilation database

~ mopsa-build make drop-in replacement for make

» mopsa-c leverages the compilation database

mopsa-c mopsa.db -make-target=fmt
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Handling multi-file projects

creduce limited to reducing a specific file
Mitigation: generate a pre-processed, standalone file

Painful operation on large projects such as coreutils

Mopsa supports multi-file C projects

» mopsa-build
e Records compiler/linker calls and their options
e Creates a compilation database

~ mopsa-build make drop-in replacement for make

» mopsa-c leverages the compilation database

mopsa-c mopsa.db -make-target=fmt

» Option to generate a single, preprocessed file
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Conclusion




» Mopsa: each iterator (loops, gotos, calls) defines its fixpoint computation.
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» Used by Goblint team [Saa+24], Lermusiaux and Montagu [LM24].

» See e.g, Michelland, Zakowski, and Gonnord [MZG24], Keidel and Erdweg [KE19]
» Lighter than a formally verified analyzer? [Jou+15]
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e Modular Open Platform for Static Analysis [Jou+19]

gitlab.com/mopsa/mopsa-analyzer
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