Raphaéel Monat — SyCoMORES team, Lille

rmonat.fr

CUPLV
4 April 2025



rmonat.fr

Introduction



Research Scientist at Inria since Sep. 2022.



Research Scientist at Inria since Sep. 2022.




Research Scientist at Inria since Sep. 2022.




Research Scientist at Inria since Sep. 2022.




Research Scientist at Inria since Sep. 2022.




Research Scientist at Inria since Sep. 2022.

» Scheduling for real-time embedded systems



Research Scientist at Inria since Sep. 2022.

» Scheduling for real-time embedded systems

» Binary code analysis [Bal+19] (for worst-case execution time, security)



Research Scientist at Inria since Sep. 2022.

» Scheduling for real-time embedded systems

» Binary code analysis [Bal+19] (for worst-case execution time, security)
» Rocg and coinduction



Research Scientist at Inria since Sep. 2022.

» Scheduling for real-time embedded systems

» Binary code analysis [Bal+19] (for worst-case execution time, security)
» Rocg and coinduction
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An overview of Mopsa

Key design decisions
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for target in iterable: body

for(init; cond; incr) body

o Rewrite and analyze recursively

Rewrite and analyze recursively
l o Optimize for some semantic cases
|

init; it = iter(iterable)
while(cond) { while(1) {

body; try: target = next(it)

incr; except StopIteration: break
} body

}
clean it

e ]

Matcheswhile(...){...}
Computes fixpoint using widening
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Motivational example
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» Computational cost at least O(|V|?)

» Evaluating expressions into (abstract) values is not enough!
» Need to force cohabitation of variables

Mopsa relies on rewriting, symbolic expressions and ghost variables

to leverage relational domains.

12



An overview of Mopsa

Works around Mopsa
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errors
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programs
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Benchmark  Time Selectivity # checks

basename  33.79s 98.65% 11,731
dirname 21.68s 99.61% 11,307

» Large support of libc echo 19.26s 99.43% 11,010
false 14.50s 99.72% 10,774

through stubs
— ) pwd 22.04s 99.62% 11,502
» Check for all C runtime rmdir 39.00s  99.22% 11,699
errors sleep 23.79s 99.46% 11,546
» Ability to analyze real-world tee 3569s  98.76% 12,057
timeout 32.28s 98.51% 12,420

programs

true 9.55s 99.72% 10,774
uname 20.61s 99.52% 11,943
users 20.82s 99.06% 11,668
whoami 13.03s 99.66% 11,329

13
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Library C+Py Lloc  Tests ©ftest %‘W% # checks
noise 1397  15/15  1.2s 99.7% 6690
cdistance 2345 2828 4.1s 98.0% 13716
1list 4515 167/194 1.5s 98.8% 36255
ahocorasick 4877 4692 1.2s 96.7% 6722
levenshtein 5798  17/17  53s 84.6% 4825
bitarray 5841 159/216  1.6s 94.9% 25566
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» Focus on bugs that a user can trigger through program interaction
» Relies on combination of taint+value analysis

Test suite Domain Analyzer Alarms Time
Coreutils Intervals  MOPSA 4,715 1:17:06
MOPSA-NEXP 1,217 (-74.19%)  1:28:42 (+15.05%)
Octagons  MOPSA 4,673 2:22:29
MOPSA-NEXP 1,209 (-74.13%)  2:43:06 (+14.47%)
Polyhedra MopPsa 4,651 2:12:21
MOPSA-NEXP 1,193 (-74.35%)  2:30:44 (+13.89%)
Juliet Intervals  MOPSA 49,957 11:32:24
MOPSA-NEXP 13,906 (72.16%) 11:48:51 (+2.38%)
Octagons  MOPSA 48,256 13:15:29
MOPSA-NEXP 13,631 (-71.75%)  13:41:47 (+3.31%)
Polyhedra MoPsA 48,256 12:54:21
MOPSA-NEXP 13,631 (71.75%) 13:21:26 (+3.50%)
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» Tools have to
« Decide whether a program is correct (large penalties if wrong)

o Within limited machine resources (15 minutes CPU time, 8GB RAM)
» Corpus of ~ 23,000 C benchmarks, now acts as a reference
» For our second participation, Mopsa won the “Software Systems” track!

1000

2s —o
Bubazk —&—
Gubask-SpLit —p—
CBMC ——
OVT-ParPort ——
COABAMENE —H—
CRABAM-SMG —t—
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C [JMO18; OM20], Python [MOM20a; MOM20b]
Multilanguage Python+C [MOM21]

WIP: Michelson [Bau+22], OCaml [VMM?23], Catala (date arithmetic [MFM24])...
» Absence of RTEs

» Patch analysis [DM19]

» Endianness portability [DOM21]

» Non-exploitability [PM24]

17



Languages

C [JMO18; OM20], Python [MOM20a; MOM20b]
Multilanguage Python+C [MOM21]

WIP: Michelson [Bau+22], OCaml [VMM23], Catala (date arithmetic [MFM24])...
Properties

» Absence of RTEs

» Patch analysis [DM19]

» Endianness portability [DOM21]

» Non-exploitability [PM24]

» Sufficient precondition inference [MM24a; MM24b]

17



Implementation details




Mopsa is implemented in OCaml.
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Mopsa is implemented in OCaml.

» Curried functions: f x y z ~ f(x,y,2)

» fun x -> e & Ax.e

» Variable binding let x = el in e2

» Algebraic datatypes and pattern matching

type 'a option = None | Some of 'a
| Polymorphism = Type Variables
match e with
| None -> el
| Some y -> e2 y

(S N U E N R
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https://gitlab.com/mopsa/mopsa-analyzer/-/blob/v1.1/analyzer/framework/core/ast/frontend.mli?ref_type=tags
https://gitlab.com/mopsa/mopsa-analyzer/-/blob/v1.1/analyzer/languages/python/lang/ast.ml?ref_type=tags#L189-251
https://gitlab.com/mopsa/mopsa-analyzer/-/blob/v1.1/analyzer/languages/python/lang/pp.ml?ref_type=tags
https://gitlab.com/mopsa/mopsa-analyzer/-/blob/v1.1/analyzer/languages/python/lang/ast_compare.ml?ref_type=tags
https://gitlab.com/mopsa/mopsa-analyzer/-/blob/v1.1/analyzer/languages/python/lang/visitor.ml?ref_type=tags
https://gitlab.com/mopsa/mopsa-analyzer/-/tree/v1.1/analyzer/framework/lattices?ref_type=tags
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https://gitlab.com/mopsa/mopsa-analyzer/-/blob/v1.0/analyzer/framework/sig/abstraction/simplified.mli
https://gitlab.com/mopsa/mopsa-analyzer/-/blob/v1.0/analyzer/framework/sig/abstraction/simplified_value.mli
https://gitlab.com/mopsa/mopsa-analyzer/-/blob/v1.0/analyzer/framework/combiners/value/nonrel.ml
https://gitlab.com/mopsa/mopsa-analyzer/-/blob/v1.0/analyzer/framework/combiners/value/product.ml
https://gitlab.com/mopsa/mopsa-analyzer/-/blob/v1.0/analyzer/framework/combiners/value/product.ml
https://gitlab.com/mopsa/mopsa-analyzer/-/blob/v1.0/analyzer/framework/sig/abstraction/stacked.mli
https://gitlab.com/mopsa/mopsa-analyzer/-/blob/v1.0/analyzer/framework/combiners/domain/product.ml
https://gitlab.com/mopsa/mopsa-analyzer/-/blob/v1.0/analyzer/framework/combiners/domain/switch.ml
https://gitlab.com/mopsa/mopsa-analyzer/-/blob/v1.0/analyzer/framework/combiners/domain/compose.ml

Domain

Stateless
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The manager: interroperating the whole analysis and local domains

» Local domain has a private type t
— type ('a, t) man
» Whole abstract state of type 'a

» Get the domain’s data » Analyze a given expression
get : 'a ->t » Analyze a given statement
» Set the domain’s data man.exec stmt o < S[stmt]o

set : t -> 'a -> 'a .
Signatures later

Also: lattice operators
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OO ~NO U WN

Utilities

type ('a, 'r) cases (* ~ DNF of 'a flow * 'r =*)

('a, expr) cases
('a, unit) cases

type 'a eval =
type 'a post =

(* Manager, allowing interaction between a
domain ('t) and whole analysis ('a) *)

OO N U WN

type ('a, 't) man = {
get : 'a -> 't;
set : 't -> 'a -> 'a; 10
exec : stmt -> 'a flow -> 'a post; 1
eval : expr -> 'a flow -> 'a eval; 12
G [...]%) 5
} 1%

Domain type overview

module type DOMAIN = sig

type t

(* private, opaque data of the domain =)
val name : string

val join : t -> t -> t (* and other lattice operators x)

(* Transfer functions =)

val exec : stmt -> ('a, t) man -> 'a flow -> 'a post option
val eval : expr -> ('a, t) man -> 'a flow -> 'a eval option

(x [...] %)

end

23




val exec : stmt -> ('a, t) man -> 'a flow -> 'a post option
val eval : expr -> ('a, t) man -> 'a flow -> 'a eval option

» ('a, t) man manager
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val exec : stmt -> ('a, t) man -> 'a flow -> 'a post option
val eval : expr -> ('a, t) man -> 'a flow -> 'a eval option
» ('a, t) man manager
» 'a flow abstract state

» option: domains return None for unsupported statements/expressions.

o 'a post = ('a, unit) cases. DNF of abstract states.
« 'a eval = ('a, expr) cases. DNF of abstract states and symbolic
expressions. Useful for rewriting, esp. for relational analyses
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Iterators are stateless domains:
» type t = unit, trivial lattice operators
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https://gitlab.com/mopsa/mopsa-analyzer/-/blob/v1.0/analyzer/languages/universal/iterators/loops.ml

Iterators are stateless domains:
» type t = unit, trivial lattice operators
» We have an automatic lifter for all that!

The loop iterator focuses on postfixpoint computation, and delegates the rest.

1 let rec 1fp man cond body flow_init flow =

2 man.exec (mk_block [mk_assume cond; body]) flow >>$ fun () flow' ->
3 if man.lattice.subset (man.lattice.join flow_init flow') flow

4 then Cases.singleton () flow'

5 else 1fp man cond body flow_init (man.lattice.widen flow flow')

6

7

8

9

let exec stmt man flow = match stmt.skind with
| S_while (cond, body) ->
Some (1fp man cond body flow flow >>$ fun () 1fp_flow ->
10 man.exec (mk_assume (mk_not cond)) 1fp_flow)
n | _ -> None
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Providing transparent analysis results




$ static-analysis-tool file
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$ static-analysis-tool file

No errors found
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$ static-analysis-tool file

No errors found
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if a# Z p# then
add_alarm a# p#
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if a# Z p# then if a# Z p# then
add_alarm a# p#* ~= add_alarm a# p#
else

add_safe_check p#
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int main() {
int n = _mopsa_rand_s32();
int y = -1;
for(int x = 0; X < nj X++)

yreg




Stmt

X++

int main() {
int n = _mopsa_rand_s32();
int y = -1; y++
for(int x = 0; X < nj X++)

e Selectivity




int main() {
int n = _mopsa_rand_s32();
int y = -1;
for(int x = 0; X < nj X++)

yreg

Stmt Itv
X++ Safe
y++ Alarm

Selectivity 50%




int main() {
int n = _mopsa_rand_s32();
int y = -1;
for(int x = 0; X < nj X++)
yE+g

}

Stmt Itv
X++ Safe
y++ Alarm

Selectivity 50%

Poly
Safe
Safe

100%
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Analysis of coreutils fmt

Checks summary: 21247 total, « 18491 safe, X 129 errors, /. 2627 warnings
Stub condition: 690 total, v 513 safe, X 3 errors, /.174 warnings
Invalid memory access: 8139 total, + 7142 safe, X 4 errors, /.993 warnings
Division by zero: 499 total, ¢ 445 safe, /.54 warnings
Integer overflow: 11581 total, ¢ 10177 safe, .\ 1404 warnings
Invalid shift: 163 total, ¢ 163 safe
Invalid pointer comparison: 37 total, X 37 errors
Invalid pointer subtraction: 85 total, X 85 errors
Insufficient variadic arguments: 1 total, ¢ 1 safe
Insufficient format arguments: 26 total, « 25 safe, .1 warning
Invalid type of format argument: 26 total, « 25 safe, /.1 warning
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Related topic: soundiness paper [Liv+15]




Easing debugging

Developer-friendly interfaces



» Analysis output Too coarse
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» Analysis output Too coarse
» Printing abstract state using builtins Not interactive

» Interpretation trace

—— i — — — — —— — — — — —

S

L
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

——

+
I
I
I
I
I
I
I
I
I
I

o

+
I
I
I
I

Can be dozens of gigabytes of text

| set_program_name(argv[0]); |]

[| add(argve)

argve = argv[e]: |]

[l add(argve) |]

S [| add(argve) |] in below(c.iterators.intraproc)

+ S [| add(argve) |] in C/Scalar

| S [| add(offset{argv®]) |] in Universal

| = s [| add(offset{argve]) |] in Universal done [P.0001s, 1 case]

o S [| add(argve) |] in C/Scalar done [0.0001s, 1 case]

+ S [| add(argve) |] in below(c.memory.lowlevel.cells)

| S [| add(offset{argve]) |] in Universal

| © s [| add(offset{argve]) |] in Universal done [P.0001s, 1 case]

o S [| add(argve) |] in below(c.memory.lowlevel.cells) done [0.0001s, 1 case]
S [| add(argv@) |] in below(c.iterators.intraproc) done [0.0801s, 1 case]

[| add(argve) |] done [0.0002s, 1 case]

[l argve = argv[e]; |]

S [| argve = (signed char *) @argv{®}:ptr; |] in below(c.iterators.intraproc)
+ S [| argv® = (signed char *) @argv{@}:ptr; |] in C/Scalar

| s [| offset{fargve]t = (offset{@gargv{@}:ptrl} + 0); |] in Universal

|+ 5 [| offset{argve]} = (offset{@argv{®@}:ptr]}} + ®8); |] in below(universal.iterators.intraproc)
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GDB-like interface to the abstract interpretation of the program

» Breakpoints
e Program location
e Specific transfer function, analysis of subexpression
o Alarm: jumping back to statement generating first alarm

» Navigation
» Observation of the abstract state

o Full state
e Projection on specific variables

» Some scripting capabilities
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» Language Server Protocol for linters (report alarms)

system.h - coreutils-benchmarks - Visual Studio Code

File Edit Selection View Go Run Terminal Help

C fmtc 9+ C system.h 4 X =n 2 ¥t o0

src > coreutils-8.30 > src > € system.h > @ emit_ancillary_info(char const *)
630  emit_ancillary_info (char const *program)

oa4 i1, Invalid nemory access: accessing 8 bytes at offsets
? Z:; whil 1g 115] of variable 'infomap' of size 112 bytes i
s ViewProblem (Alt+F8)  No quick fies avalzble
; if (map_pIog:node)
649 node = map_prog->node ;
650
651 | printf (_("\n%s online help: <¥s>\n"), PACKAGE_NAME, PACKAGE_URL);
652
653 /* Don't output this redundant message for English locales.
o : ° : :

PRoBLEMS @) OUTPUT  DEBUGCONSOLE  TERMINAL  PORTS | Filter (eg. text, */%ts,!/n... ¥

v € system.h srclcoreutils-8.30/src

S —

ts [8,112] of variable ‘info
2

4
T s ek (et e e s i ey

33




» Language Server Protocol for linters (report alarms)

» Debug Adapter Protocol providing interactive engine interface

system.h - coreutils-benchmarks - Visual Studio Code

fmt.c - coreutils-benchmarks - Visual Studio Code

File Edit Selection View Go Run Terminal Help

C fmtc 9 C system.h 4 X =n 2 ¥t o0
src > coreutils-8.30 > src > € system.h > @ emit_ancillary_info(char const %)
630 emit_ancillary_info (char const *program)

oa4 .| Invalid memory access: accessing 8 bytes at offsets

045 whil (g 193] of variable 'infomap' of size 112 bytes i
+ I ma

s ViewProblem (Alt+F8)  No quick fies avalzble
; if (map_pIog:node)

649 node = map_prog->node;

650

651 | printf (_("\n%s online help: <¥s>\n"), PACKAGE_NAME, PACKAGE_URL);

652

653 /* Don't output this redundant message for English locales.

654 | | | Note we still output for 'C' so that it gets included in the man page.

ProBLEMS @) OUTPUT  DEBUGCONSOLE  TERMINAL  PORTS

v € system.h srcfcoreutils-8.30/src (@)

Ll

Filter (e.g.text, **/%.ts, 1**/n...

Y @

L e e L 1 R e 1 e ey

File Edit Selection View Go Run Terminal Help

RUNANDDEBUG | D] fmt ~E> 2 Yt
 VARIABLES.

 floatiityu intity 317

bytes{@arg#0} = [1,18446744073709551615] 320

bytesf@arg#1} = [1,18446744073700551615] 21

- [ 2

& offset{argvl = [0,0] e

-2 offset{@argv{0}:ptrl = [0,0] ® 325

offset{Bargv{8}:ptrl = [0,0] 326

< poiners ] 327

argy = { Gargv } 328

argu{e}:ptr = { @argi0 } 22

330

@argv{B}:ptr = { Gargél }
@argv{16}:ptr = { NULL }
> WATCH
> BREAKPOINTS
> CALLSTACK
> TELESCOPE
W0 &> fmt (coreu

o 0

main (int argc, char **argv)
bool ok = true;

Se® D -

src > coreutils-8.30 > src > € fmt.c > @ main(int, char **)

char const *max_width_option = NULL;|

char const *goal_width_option

initialize_main (&argc, &argv
set_program_name (argv[0]);
setlocale (LC_ALL, "");

)i

nuLy

bindtextdomain (PACKAGE, LOCALEDIR)

textdomain (PACKAGE);
atexit (close_stdout);

Filter (e.g. text, **/*.t5, **/... ¥

No problems have been detected in the workspace

x




» Language Server Protocol for linters (report alarms)

» Debug Adapter Protocol providing interactive engine interface

» Both protocols introduced by VSCode, supported by multiple IDEs

system.h - coreutils-benchmarks - Visual Studio Code

fmt.c - coreutils-benchmarks - Visual Studio Code

File Edit Selection View Go Run Terminal Help

C fmtc 9+ EN TR

© 0

src > coreutils-8.30 > src > € system.h > @ emit_ancillary_info(char const *)

C systemh 4 X

630 emit_ancillary_info (char const *program)
o i1 INvelid memozy access: accessing & bytes at offsets
645 | whil 15 415) of variable 'infomap' of size 112 bytes
+ I na
o ViewProblem (AI:+F8)  No quick fixes vaiable

;I if (map,_pTog:>node)

649 node = map_prog->node;

650

651 printf (_("\n%s online help: <¥s>\n"), PACKAGE_NANE, PACKAGE_URL);

652

653 /* Don't output this redundant message for English locales.

654 | | | Note we still output for 'C' so that it gets included in the man page.

ProBLEMS @) OUTPUT  DEBUGCONSOLE  TERMINAL  PORTS

v € system.h srcfcoreutils-8.30/src (@)

Ll

Filter (e.g.text, **/%.ts, 1**/n...

Y @

L e e L 1 R e 1 e ey

File Edit Selection View Go Run Terminal Help
RUNANDDEBUG | D>| fmt. s
~ VARIABLES
~ float-itv U intitv
bytes{@arg#0} = [1,18446744073709551615]
bytes{@arg#1} = [1,18446744073709551615]
bytes{@argvl = [24,24]
offsetfargv} = [0,0]

s offset{Bargv{0}:ptr]} = [0,0]
offset{Bargv{8}:ptr} = [0,0]
< pointers
argv = { @argv }
@argv{@}:ptr = { @arg#e }
@argv{8}:ptr = { @arg#l }
@argv{16}:ptr = { NULL }
> watcH
> BREAKPOINTS.
> CALLSTACK
Bl > TeLescore

§° main AO W0 & ft (coreu

2oyt

317
320
321
322
323

o 0

main (int argc, char **argv)
bool ok = true;

char const *max_width_option = NULL;|
nuLy

char const *goal_width_option

initialize_main (&argc, &argv
> set_program_name (arqv[e]);
setlocale (LC_ALL, "");

bindtextdomain (PACKAGE, LOCALEDIR)

textdomain (PACKAGE);
atexit (close_stdout);

Filter (e.g. text, **/*.t5, **/... ¥

No problems have been detected in the workspace

Se® D -

src > coreutils-8.30 > src > € fmt.c > @ main(int, char **)

)i

x




Easing debugging

Testcase reduction
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THE #1 PROGRAMMER EXCUSE
FOR LEGITIMATELY SLACKING OFF:

“MY CODE’S COMPILING.”

HEY! GET BACK
TOWORK! _/

]:;I =

7

|

COHP@

OH. CARRY ON. SATAY
i ”

‘-1 I\ ‘k‘\-
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https://gitlab.com/mopsa/mopsa-analyzer/-/issues/76
https://gitlab.com/mopsa/mopsa-analyzer/-/issues/81
https://gitlab.com/mopsa/mopsa-analyzer/-/issues/134
https://gitlab.com/mopsa/mopsa-analyzer/-/issues/135
https://gitlab.com/mopsa/mopsa-analyzer/-/merge_requests/130#note_1516013076
https://gitlab.com/mopsa/mopsa-analyzer/-/commit/34baaa483725cb81bacf6cc8144fc9c86a8bdd63

Reference  Origin Original LoC  Reduced LoC Reduction
Issue 76 SV-Comp 28,737 18 99.94%
Issue 81 SV-Comp 15,627 8 99.95%
Issue 134  SV-Comp 17,411 10 99.94%
Issue 135  SV-Comp 7,016 12 99.83%
M.R. 130 coreutils 77,981 20 99.97%
M.R. 145 coreutils 77,427 19 99.98%
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Handling multi-file projects

creduce limited to reducing a specific file
Mitigation: generate a pre-processed, standalone file

Painful operation on large projects such as coreutils

Mopsa supports multi-file C projects

» mopsa-build
e Records compiler/linker calls and their options
e Creates a compilation database

~ mopsa-build make drop-in replacement for make

» mopsa-c leverages the compilation database

mopsa-c mopsa.db -make-target=fmt
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Handling multi-file projects

creduce limited to reducing a specific file
Mitigation: generate a pre-processed, standalone file

Painful operation on large projects such as coreutils

Mopsa supports multi-file C projects

» mopsa-build
e Records compiler/linker calls and their options
e Creates a compilation database

~ mopsa-build make drop-in replacement for make

» mopsa-c leverages the compilation database

mopsa-c mopsa.db -make-target=fmt

» Option to generate a single, preprocessed file
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» Frama-C & Goblint: flamegraphs, testcase reduction

» Leveraging LSP [LDB19]

» Testing the soundness and precision of static analyzers [KCW19; TLR20;
MVR23; Kai+24; Fle+24]

» Debugging:

o Mixing concrete+abstract [MVR23]
o Sound abstract debugger in Goblint [Hol+24a; Hol+24b]
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@ Modular Open Platform for Static Analysis [Jou+19]

gitlab.com/mopsa/mopsa-analyzer or opam install mopsa
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e Modular Open Platform for Static Analysis [Jou+19]

gitlab.com/mopsa/mopsa-analyzer or opam install mopsa

M Multilanguage support # Semantic rewriting @ Relational domains
[@ Expressiveness M- Loose coupling & Composition
¢S Reusability b Observability ® Cooperation

(®~Reduced product
(© composition
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gitlab.com/mopsa/mopsa-analyzer
raphael.monat@inria.fr
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e Modular Open Platform for Static Analysis [Jou+19]

gitlab.com/mopsa/mopsa-analyzer or opam install mopsa

M Multilanguage support # Semantic rewriting @ Relational domains
[@ Expressiveness M- Loose coupling & Composition
&5 Reusability b  Observability o) Cooperatio(r;)
Mopsa Questions? Do Get in Touch! :i: -
raphael.monat@inria.fr mopsa.zulipchat.com
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