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int main() {
int n = _mopsa_rand_s32();
int y = -1;
for(int x = 0; X < nj X++)
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int main() {
int n = _mopsa_rand_s32();
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for(int x = 0; X < nj X++)
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}
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» Checks for run-time errors
(integer overflows, invalid dereferences, ...)

» Supports ints, floats, pointers, structs, ...

» Inlining-based analysis
A scalability

» NoO concurrency support
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Benchmark # Tests Total LOC Time  Precision

CWE121 2,508 234,930  3,064s 22.13%
CWE122 1,556 166,664  1,948s 25.84%
CWE124 758 93,372 961s 36.94%
CWE126 600 75,984 769s 46.83%
CWE127 758 89,022 963s 37.07%
CWE190 3,420 440,749 4,356s 78.13%
CWE191 2,622 340,884  3,236s 78.87%
CWE369 497 83,238 674s 70.42%
CWE415 190 17,990 228s  100.00%
CWE416 118 14,782 142s 67.80%
CWE469 18 1,520 22s  100.00%
CWE476 216 20,427 254s  100.00%

Table 1: Juliet benchmarks (non-relational
configuration, no partitioning). 8
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CWE124 758 93,372 961s 36.94%
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CWE369 497 83,238 674s 70.42%
CWE415 190 17,990 228s  100.00%
CWE416 118 14,782 142s 67.80%
CWE469 18 1,520 22s  100.00%
CWE476 216 20,427 254s  100.00%

Table 1: Juliet benchmarks (non-relational

configuration, no partitioning).

Benchmark Time Selectivity # checks
basename 33.79s 98.65% 11,731
comm 42.67s 97.32% 12,654
dircolors 34.82s 99.74% 20,062
dirname 21.68s 99.61% 11,307
echo 19.26s 99.43% 11,010
false 14.50s 99.72% 10,774
getlimits 34.62s 98.54% 11,711
hostid 18.05s 99.65% 11,303
id 32.69s 99.04% 12,338
link 23.03s 99.52% 11,572
logname 20.36s 99.66% 11,307
mkfifo 34.87s 99.20% 11,807

Table 2: coreutils benchmarks (fully
symbolic arguments, relational analysis).
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“std. tools on the concrete execution of the abstract interpreter”
~ “new tools on abstract execution of target program”

Read more in our STTT paper [MOM24]
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Can be dozens of gigabytes of text

| set_program_name(argv[0]); |]

[| add(argve)

argve = argv[e]: |]

[l add(argve) |]

S [| add(argve) |] in below(c.iterators.intraproc)

+ S [| add(argve) |] in C/Scalar

| S [| add(offset{argv®]) |] in Universal

| = s [| add(offset{argve]) |] in Universal done [P.0001s, 1 case]

o S [| add(argve) |] in C/Scalar done [0.0001s, 1 case]

+ S [| add(argve) |] in below(c.memory.lowlevel.cells)

| S [| add(offset{argve]) |] in Universal

| © s [| add(offset{argve]) |] in Universal done [P.0001s, 1 case]

o S [| add(argve) |] in below(c.memory.lowlevel.cells) done [0.0001s, 1 case]
S [| add(argv@) |] in below(c.iterators.intraproc) done [0.0801s, 1 case]

[| add(argve) |] done [0.0002s, 1 case]

[l argve = argv[e]; |]

S [| argve = (signed char *) @argv{®}:ptr; |] in below(c.iterators.intraproc)
+ S [| argv® = (signed char *) @argv{@}:ptr; |] in C/Scalar

| s [| offset{fargve]t = (offset{@gargv{@}:ptrl} + 0); |] in Universal

|+ 5 [| offset{argve]} = (offset{@argv{®@}:ptr]}} + ®8); |] in below(universal.iterators.intraproc)

10
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» Breakpoints

e Program location

e Specific transfer function, analysis of subexpression

o Alarm: jumping back to statement generating first alarm
» Navigation
» Observation of the abstract state

o Full state

e Projection on specific variables

» Some scripting capabilities
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THE #1 PROGRAMMER EXCUSE
FOR LEGITIMATELY SLACKING OFF:

“MY CODE'S COMPILING."

HEY! GETBACK
TO WORK?
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Analyzing Rsync

Envisioned workflow
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[ Parsing fixes
2 Maximize coverage
e Symbolic argument modeling by default
» Coverage hook for high-level inspection
8 Check for soundness assumptions and issues
e Transparent report of Mopsa
o Heuristic hook detecting dubious cases
4 Find sweet spot between performance and precision
e Choice of abstract domains
« Choice of other analysis options (unrolling, allocation sensitivity, ...)
B Manually investigate some alarms
e Manual work...
e Can rely on the interactive engine to understand the alarm

15



Analyzing Rsync

What happened in practice
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gitlab.com/mopsa/benchmarks/rsync-analysis/

Then: a manual quest

for scalability
without sacrificing too much coverage

Observe analysis progress and investigate using
» Interactive engine

» Profilers 16


gitlab.com/mopsa/benchmarks/rsync-analysis/
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» popt entailed analysis performance issues
» we crafted efficient stubs equivalent in the abstract

Large state space due to options and behaviors

» Manual state partitioning on boolean values am_server, am_sender.
e Could be done in a single analysis but reduces parallelization factor

» Set protocol_version=30. Same for remote version

17



18



» Recursive functions

18



» Recursive functions

» Logging and debug info; cleanup

18



» Recursive functions

» Logging and debug info; cleanup
» Signals

18



» Recursive functions

» Logging and debug info; cleanup
» Signals
» Fork

18



Recursive functions

Logging and debug info; cleanup

Fork

>
>
» Signals
>
» Directories...
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o v

* ¥ Ok ¥ ¥ X

requires: __nfds >= 1;

requires: null_or_valid_ptr(__exceptfds);

requires: null_or_valid_ptr(__timeout);

assigns: _errno;

ensures: return >= -1 and return <- __nfds;

unsound: "select does not check that file-descriptors are valid";

Found using heuristic unsoundness detection hook
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1 # requires: __nfds >= 1;

» * requires: null_or_valid_ptr(__exceptfds);

3 % requires: null_or_valid_ptr(__timeout);

4 * assigns: _errno;

s % ensures: return >= -1 and return <- __nfds;

6 * unsound: "select does not check that file-descriptors are valid";

Found using heuristic unsoundness detection hook




Track also loop iteration numbers to roughly estimate progresss

creduce/cvise came in handy!
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Function Total time Self time Count
%program 19582.7525s 0.8358s 1
main 19581.7933s 0.6412s 1
start_client 19537.7848s 0.7921s 1
client_run 19386.0082s 0.9445s 2
send_files 14713.8498s 4.1589s 2
read_buf 14118.5177s 40.2160s 115
read_a_msg 13454.5005s 76.4954s 279
perform_io 11979.7325s  4204.6916s 8836
start_socket_client ~ 10030.5979s 0.4299s 1
read_ndx_and_attrs ~ 8883.6031s 3.1239s 6
raw_read_int 7557.4465s 37.7534s 2511
raw_read_buf 7007.3097s 76.1009s 4367
receive_sums 5230.0320s 2.2389s 4
read_ndx 5195.5426s 2.0533s 8
read_int 5139.1159s 1.1859s 35
write_buf 3402.1354s 67.0873s 1436
read_sum_head 2683.9100s 0.7428s 4
match_sums 2639.4841s 2.2675s 4
read_final_goodbye  2497.0366s 0.2859s 2
_exit_cleanup 2476.6955s 2476.6955s 152816

21




1 $ stat -c "%y %n" -- sender.226.{1,2}
2 2026-04-07 12:02:50.152871307 +0200 sender.226.1
3 2026-04-07 13:07:52.679079724 +0200 sender.226.2

2 < phase:./sender.c:210.1-14 -> [0,21474836471],

4 > phase:./sender.c:210.1-14 -> [-2147483648,2147483647],

22
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o

$ stat -c "%y %n" -- sender.226.{1,2}
2026-04-07 12:02:50.152871307 +0200 sender.226.1
2026-04-07 13:07:52.679079724 +0200 sender.226.2

< phase:./sender.c:210.1-14 -> [0,21474836471],

> phase:./sender.c:210.1-14 -> [-2147483648,2147483647],

void send_files(int f_in, int f_out) /* Sliced version */
{
int phase = 0, max_phase = protocol_version >= 29 ? 2 : 1;
while (1) {
VAR V4
if (ndx == NDX_DONE) {
if (++phase > max_phase)
break;
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Current results
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» Core i7-12700 desktop » Intervals
» Single-threaded analysis » Tracking string length
» RAM usage: few GBs » Reduced allocation sensitivity
A rough experimental data » Widening with thresholds
?
e servers? 1 0
1 2h25m | 5h26m
0 > 36h 24h11m
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Checks summary: 916479 total, ~ 881015 safe, x 639 errors, » 34825 warnings (selectivity: 96.14%)
Stub condition: 21789 total, v 15447 safe, x 83 errors, » 6259 warnings

Invalid memory access: 180065 total, v 166598 safe, x 489 errors, » 12978 warnings

Division by zero: 15965 total, v 15452 safe, » 513 warnings

Integer overflow: 422425 total, v 407905 safe, x 2 errors, » 14518 warnings

Invalid shift: 33077 total, v 33059 safe, » 18 warnings

Invalid pointer comparison: 693 total, v 321 safe, » 372 warnings

Invalid pointer subtraction: 838 total, v 699 safe, » 139 warnings
Double free: 65 total, x 65 errors
Insufficient format arguments: 4688 total, v 4674 safe, » 14 warnings

Invalid type of format argument: 4639 total, v 4625 safe, » 14 warnings
Incorrect number of arguments: 232235 total, v 232235 safe

384 assumptions:

24




Mopsa analysis of Rsync, server and sender mode

25



A (very) early results

Abstract domains  Allocation Policy Analysis Time Selectivity

Cell Itv Range 2h10m 96.0108%
Cell StrLen Itv Range 2h25m  96.1304%
Cell StrLen Itv Range Callstack 5h27m  96.4447%
Cell StrLen Itv Oct  Range 5h23m  96.2272%
Cell StrLen Itv Oct  Range Callstack 16h20m  96.5900%
Cell StrLen Itv Poly Range t19h50m  96.2294%
Cell StrLen Itv Poly Range Callstack t30h16m 96.5897%

26



Checks summary: 2186352 total, v 2097262 safe, x 1122 errors, » 87968 warnings (selectivity: 95.93%)

Stub condition: 54835 total, v 36596 safe, x 700 errors, . 17539 warnings
Invalid memory access: 417177 total, v 382810 safe, x 328 errors, » 34039 warnings
Division by zero: 38720 total, v 37578 safe, » 1142 warnings

Integer overflow: 993399 total, v 960289 safe, x 4 errors, » 33106 warnings
Invalid shift: 78408 total, v 77404 safe, » 1004 warnings

Invalid pointer comparison: 1343 total, v 696 safe, . 647 warnings

Invalid pointer subtraction: 1809 total, v 1488 safe, » 321 warnings

Double free: 90 total, x 90 errors

Insufficient variadic arguments: 2 total, » 2 warnings

Insufficient format arguments: 15283 total, v 15199 safe, » 84 warnings
Invalid type of format argument: 15255 total, v 15171 safe, » 84 warnings
Incorrect number of arguments: 570031 total, v 570031 safe

600 assumptions:

27




Conclusion
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