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—— Abstract

Abstract interpreters enable sound static analysis, but are hard to develop. In recent years, researchers

have proposed a component-based approach to developing abstract interpreters, where different parts
of the abstract domain (e.g., numeric, call frame, heap) are handled by isolated components. This
works well as long as components do not share or expose their internal state: Any state update that
is locally sound is also globally sound. However, some abstract domains require shared state, most
prominently relational abstract domains, which use symbolic expressions such as 2x + 5 to represent
abstract values. As the relational component performs a strong update of x, the abstract value 2x+5
can change non-monotonically, which breaks soundness. We propose a novel solution to this problem:
A virtual recency abstractions that decouples the relational component, supports strong updates, and
allows recursion. We prove that the virtual recency abstraction restores soundness: Any shared state
wrapped in our virtual recency abstraction may be locally updated non-monotonically, while global
soundness persists. We applied our approach to develop the first relational WebAssembly analysis,
reusing many components from an existing inter-procedural abstract interpreter. Furthermore, we
evaluate the recall, precision, and scalibility of this analysis to demonstrate the practicality of the
virtual recency abstraction.
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1 Introduction

Static analyzers are automated tools that extract information from computer programs
without running them. They are used in compilers, integrated development environments,
security scanners, bug trackers, and software verification. However, developing sound and
precise static analyses for modern programming languages is a delicate balancing act: The
analysis needs to faithfully encode the complexity of the language semantics and employ
complex abstract domains.

One approach to reduce the development complexity of static analyses is to modularize
their implementation, such that independent analysis components capture different aspects
of the language semantics and the abstract domain. Such component-based design not only
reduces the analysis’ code complexity, it also enables reuse of language-independent compo-
nents [18, 32, 33], allows swapping out components for more precise or higher performance
components [29, 32, 27], and allows proving components sound independently from each
other [35]. For example, a modular WebAssembly analysis includes analysis components for
the byte-addressable memory, global variables, function tables, exceptions, the operand stack,
and call frame of local variables [8]. And a Java call-graph analyses may be implemented
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modularly with analysis components for reflection, threads, and serialization [28], which are
notoriously difficult to analyze [36, 1, 48].

Developing static analyses from modular analysis components works well when components
do not share state. Specifically, when the concretization of a decomposed abstract domain
is compositional y(A; X -+- x A,) = y1(41) X -+ X 7,(A,,), then each analysis component
is responsible for its own soundness only. This is the case in all prior work on analysis
components. However, we found that some analysis components Ag require shared state S,
such that v(Ag(S) x A1 X -+ X Ap) = v(Ao(S5)) X 71(A41,5) X -+ X 7, (Ap, S). This means,
we need to co-develop Ag with all other analysis components, which breaks modularity.

Consider relational abstractions [15, 40], which infer relationships between program
variables to improve precision. For example, the relationship 0 < index < array.length
proves safe accesses to array via index. Relational abstractions require shared state for the
analysis component that manages local variables, such as the call frame. This is because
relational analyses use symbolic expressions to represent abstract values, so that variable
symbols have to be resolved by other analysis components, too. For example, consider a
relational analysis for WebAssembly (WASM) using separate components for the operand
stack and the local variables:

Statement Analysis 1 Analysis 2 Analysis 3
(Unsound) (Imprecise) (Non-Modular)
Stack Local Vars. Stack Local Vars. Stack Local Vars.
iy ey [ y €[1,5] [ y € [1,5] I ye1,5]
1: (local.set $x $y) I X=y... I X=y... I xX=y...
2: (local.get $x) (%] =y... (%] X=y... [x] xX=y...
3: (local.set $x (%] x=2y... (%] y<x<2y [x1] x=2y,x1=y...
(i32.2dd $y $y))
4: (local.get $x) x,x] =x=y... x,x] x=y... [x,x1] x=y...
5: (i32.eq) [true] ... [T] ... [false]

The analyzed program corresponds to x := y; x == {x := y + y; x}in an imperative language.
The key point is that one operand of the comparison == is looked up before the second
assignment happens, whereas the second operand is looked up after the second assignment.
Hence, for x # 0, the comparison must yield false. Let’s see how a component-based relational
analysis can handle this program.

We consider three alternative analysis designs. Analysis 1 pushes the symbolic expression
x on the stack to represent the abstract value corresponding to variable $x (Line 2). When
re-assigning x (Line 3), the component responsible for local variables changes its internal
state using a strong update to obtain x = 2y. However, the component responsible for
the stack was relying on the previous state for the locals. Indeed, Analysis 1 subsequently
infers that the comparison must yield true, which is unsound. The analysis could have
prevented this unsoundness if it had avoided the strong update of x. Analysis 2 shows this
behavior: It performs a weak update and assigns x to y LI 2y. This yields a sound result, but
is unnecessarily imprecise. To retain precision, the analysis must perform a strong update,
but it may not break the stack component. To this end, Analysis 3 introduces a fresh variable
x1 to remember the old binding of x when doing the strong update. But this only helps when
the analysis also updates the internal state of the other components. In Analysis 3, when the
component for local variables handles an assignment, it also must adapt the internal state
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of the stack component. This is sound and precise, but not modular and requires the two
components to be co-developed and co-maintained.

None of the three analyses was able to deliver sound and precise analysis results, unless
we give up on component-based analysis design. However, the problem we illustrated not
only occurs in the operand stack, but in every component that accesses shared state. For
relational analysis, this means any component that handles values must coordinate with
the call frame to resolve symbolic expressions. In WebAssembly, this includes for example
components for value-carrying exceptions, which we would rather not have to redesign. But,
we also found that shared state can occur within the call-frame component itself. Specifically,
when analyzing recursive functions, each function call spawns a fresh call frame, while the
caller’s call frame awaits. A strong variable update in the callee is necessary for precision,
but it may not affect the variables of the caller, although they carry the same name and
make use of the same relational domain. Moreover, we cannot allocate fresh variables to
remember the old bindings like Analysis 3 did above, because this precludes a fixed-point for
recursive functions.

We solve the above problems by introducing the wirtual recency abstraction for local
variables, inspired by the original recency abstraction for heaps [3]. The original recency
abstraction distinguishes the most recent allocation at a memory location from all prior
allocations at this location with two kinds of abstract addresses: @recent and aqq. We adapt
this technique for local variables, so that we get precise strong updates for X,ecent yet sound
weak updates for xqq. However, when Xyecent is re-assigned, the recency abstraction usually
requires a complete rewrite of the analysis state to retire x,ecent references and replace them
with xo)g instead. This is not only a performance bottleneck, it is also non-modular because
analysis components need to be aware of recency addresses contained within them. We avoid
this problem by adding a new layer of abstraction over recency addresses, similar to virtual
and physical memory in an operating system [19]. Specifically, we define symbolic expressions
over virtual addresses, which are then mapped to physical addresses by an address translation.
The physical addresses must be bounded to ensure termination; we use recency addresses
Xrecent and Xoiq for that. However, the virtual addresses space can grow freely and virtual
addresses do not need to be retired, which elevates the need for rewriting the analysis state.

For example, consider again our Wasm example from above and let us illustrate how our
new virtual recency abstraction works. The crucial step is the re-assignment in statement 3.

Statement Virtual Recency Abstraction
Stack Local Vars. Address translation  Relations
;i y€1L,5] I Yy Y1 yr yr € [1,5]
1: (local.set $x $y) (] X=X, y—=Yy1 X1 X, Y1 Y Xr =¥, ¥r € [1, 5]
2: (local.get $x) [x41]
3: (local.set $x [x1] X X9,y Y1 X1 X0, Y1 Yy Xo = ¥r, ¥r € [1,5],
(i32.2dd $y $y)) Xo > X Xr = 2y,
4: (local.get $x) [x2, x1]
5: (i32.eq) [false]

The virtual recency abstraction handles statement 3 by (i) retiring xecent and replacing it by
Xold in the address translation and relational state, (ii) creating a fresh virtual address x5 and
assigning it Xrecent, and (iii) initializing Xrecent With a strong update to 2y ecent- All the while,
the reference x; in stack remains valid, and the test x; = x5 eventually fails, because y # 2y
for y > 0. Specifically, note that the analysis result is sound and precise, and we never needed
to make breaking changes to the stack component. Indeed, later in the paper, we develop
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theories to show that analyses using the virtual recency abstraction for local variables are
terminating and sound, and they can be defined modularly using analysis components.

To demonstrate the practicality of our solution and the reusability of analysis components,
we apply the virtual recency abstraction to develop a flow-sensitive inter-procedural relational
analysis for the research language TIP [42] and for WebAssembly 1.0 [26]. TIP is a simple
imperative language with functions, loops, and recursion. WebAssembly (WAsM) is a modern
low-level language for the web, that is statically-typed and features structured control-flow.
We implement a new component for the call frame that supports strong-updates by using the
virtual recency abstraction, which we use for both languages. Our WASM analysis soundly
and precisely approximates 32 and 64-bit integer operation with overflow handling, IEEE754
floating-point operations with special value handling (—oo, oo, —0.0, NaN), conversion opera-
tions between numeric types, assignment to local and global variables with strong-updates,
the operand stack, and all other features of the WASM language. We constructed the WASM
analysis by instantiating an existing analysis template for WAsM [8] called a generic inter-
preter. Generic interpreters capture analysis-independent functionality of a language and
can be instantiated to obtain different analyses and also concrete interpreters [35, 6]. We
instantiate the generic interpreter with new analysis components we developed specifically
for the relational analysis, while soundly reusing existing components for WASM’s operand
stack, function tables, exceptions, and failures.

To demonstrate the practicality of the virtual recency abstraction, we evaluate recall,
scalability, and precision of the relational WASM analysis on the WASM 1.0 specification test
suite, 7 compiled C programs from the benchmarks game suite, and 9 existing and 22 custom
precision tests. We find that our WASM analysis on the WASM 1.0 specification test suite has
a high recall of 100% for Polyhedra [15], 94% for Octagons [40], and 100% for Intervals [11].
Furthermore, on 7 compiled C programs of the benchmarks game suite with 255 to 1120
lines of code, the WASM analysis has an average running time of 22s for Polyhedra, 13s for
Octagons, and 1.3s for Intervals. Lastly, on the precision tests our WASM analysis achieves
63% precision for Polyhedra, 57% for Octagons, and 29% for Intervals.

In summary, we make the following contributions:

We introduce the virtual recency abstraction that enables strong updates for abstract
interpreters with shared state (Section 2).

We prove that analyses based on the virtual recency abstraction terminate (Section 3).
We prove that the virtual recency abstraction allows to soundly reuse existing analysis
components as-is (Section 4).

We evaluate the modularity of the virtual recency abstraction by developing relational
analyses for TIP and WASM 1.0 that reuse existing analysis components (Section 5).
We demonstrate the practicality of the relational WASM analysis by evaluating recall,
scalability, and precision (Section 6).

2 Virtual Recency Abstraction for Relational Analyses

To showcase the relevance of our approach, we start by presenting some analysis definitions
and their shortcomings: unsoundness (Section 2.1), non-termination (Section 2.2), or non-
modularity (Section 2.3). Then, we introduce our solution (Section 2.4), and explain how
the virtual recency abstraction enables sound strong updates in relational analyses, while
reusing existing modular analysis components as-is. Our solution will build upon various
components of the alternative analyses.
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2.1 Naive Strong Updates to Local Variables (Unsound)

We start with a relational analysis that performs naive strong updates on local variables.
Local variables are managed in the call frame. The concrete call frame is a mapping from
local variables of a function to their assigned values (CallFrame = Map[Var, Val]). For the
sake of a simpler presentation, we focus on languages with integer values for now (Val = Z),
but our relational analyses for Tip and WebAssembly have to abstract over values of
different types (Section 5). A relational analysis abstracts call frames with a numerical
relational abstraction over local variables such as convex Polyhedra [15] or Octagons [40]
(CallFrame; = Rel[Var, Z]).! In case of convex Polyhedra, Rel[Var, Z] contains linear equalities
and inequalities over variables in the program (a;x; + ...a,%, < ¢). Octagons sacrifice some
precision compared to Polyhedra by limiting equalities and inequalities to two variables with
unit coefficients (£x; £ x2 < ¢), in order to gain an exponential performance speedup. The
inner working of these abstract domains is not relevant here and we refer interested readers
to the primary sources listed above.

The abstract call frame defines three key operations: variable assignment, variable lookup,
and assertion checking.

assign : Var x Val; x CallFrame; — CallFrame; Val, = RelExpr[Var|
assign(x, v, callFrame) = callFrame[x > v] RelExpr[V] == L
_ v
lookup : Var x CallFrame; — Valy | Const(Interval)
lookup(z, callFrame) = if (x € callFrame) x | Add(RelExpr[V], RelExpr[V])
else L |...
assert : Bmll X Caﬁmel — Bool Bmh = RelCons[Var|
assert(cons, callFrame) = RelCons[V]
T if callFrame satisfies cons and not(cons)  += Eq(RelExpr[V], RelExpr[V])
true if callFrame satisfies cons | Leq(RelExpr[V], RelExpr[V])

false if callFrame satisfies not(cons) ...

Operation @(x, v, callFrame) strongly updates variable z within the relational abstract
domain by overwriting its prior value. Operation ng\up(ac7 callFrame) returns a sym-
bolic reference to variable z if it is bound in callFrame and 1 otherwise. Operation
a/ssa(cons7 callFrame) asserts if callFrame does or does not satisfy a given constraint cons.
These operations are defined on numeric values abstracted with symbolic numeric expres-
sions over local variableiggll = RelExpr[Var]) and boolean values abstracted with symbolic
boolean expressions (BoolVal; = RelCons[Var]). Symbolic expressions are computed by the
analysis as overapproximations of program expressions. For example, the abstract interpreter
evaluates program expression abs(x) to symbolic expression x in case x > 0 and x L Negate(x)
otherwise.

With these call frame operations we reproduce the unsoundness problem of Analysis; in
the first example of Section 1:

1 We use hats to distinguish abstract definitions from their same named concrete definitions without a
hat. The number in the subscript after call frames distinguishes different versions of the call frame
introduced throughout this section.
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Abstract Operations CallFrame, @[\7&]1]
1: ¢1 == assign(y, Const([1,5]),[]) [y € [1,5]] I

2: ¢o == assign(x,y, 1) x=y, y€[l,5] I

3: s1 := push(lookup(x, c2), []) x=vy, y€[1,5] [x]

4: ¢3 = assign(x, Add(y,y), c2) x=2y, ye[1,5]] [¥]

5: sp = push(lookup(x, ¢3), s1) x=2y, ye[L,5] [x%]

6: assert(Eq(peek(sz, 1), peek(sz,2)), c3) = true

The abstract stack is a list of abstract values, where operation push : \//gll X S/tac\k[vglﬂ —
S/tzENa\ll] pushes an element on top of the stack and operation peek : s/tﬁ[@l] x N = Val,
retrieves the element on the stack at a given index. The assertion in the last line confirms
that the top two elements on the stack are equal in the latest call frame c3. This is unsound
because the value of variable x has been overwritten line 4, so we would expect that top two
elements on the stack refer to different values and are not equal. However, because both
elements on the stack refer to the same symbolic expression x, the assertion holds. The
problem is that the naive strong update overwrites the value of x, however, this also changes
the value of symbolic expression x on the stack, which is unsound.

A sound solution would be to weakly update local variables, joining newly assigned values
into prior values: assﬁ(m, v, callFrame) = callFrame U [z — v]. With weak updates, ¢z in
the example above would be [y < x < 2y,y € [0,5]] and the assertion would return T. This
is sound, but imprecise because weak updates loose many benefits that relational analyses
have over non-relational, making the performance trade-off not worth it.

2.2 Constant References to Local Variables (Non-Terminating)

The previous subsection has shown that naive strong updates to local variables also changes
the value of references to these variables in other analysis components, which is unsound.
This problem can be solved by implementing a call frame in which references to variables
remain constant throughout the analysis. This is achieved by allocating a fresh reference —
i.e, an abstract address — whenever a variable assignment is analyzed. This way references to
variables via addresses remain constant.

To ensure that the analysis never runs out of addresses and can always assign new
values to a freshly-generated addresses, the analysis defines addresses as the variable name
paired with a natural number (/@2 = Var x N). These abstract addresses are added to
the call frame (Caﬁmeg = Map|[Var, P(mg)] X ReI[A/d\drg, Z]) [51] and to abstract values
(\7a\|2 = ReIExpr[mg], BoolVal, = RelCons[mﬁ])- The powerset (P(mg)) ensures that
call frames can be joined if different addresses have been assigned to the same variable.

The operations on the new call frame are now defined as follows:

lookup : Var x Cammeg — \7;|2 X Caﬁmeg
lookup(x, callFrame@Q(addrFrame, _)) =
if (z € addrFrame) join({a | a € addrFrame(z)}, callFrame) else (L, L)
assign : Var x \75'2 X Caﬁmeg — Caﬁmeg
assign(z, v, (adcﬁf*%me7 rme)) =
let addr = fresh(x)in (ad%me[z — {addr}], rel/SE‘e[addr — v])

Operation lookup returns a reference to the addresses assigned to a local Variable./If\the call
frame assigns multiple addresses to the variable, helper function join : P(Val) x CallFrames —
Val x CallFrames allocates a fresh address and joins the value of the other addresses into the
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fresh address. Operation assign allocates a fresh address to hold the new value, which avoids
overwriting values of symbolic expressions that reference the variable.

Going back to our running example with this new call frame, we now obtain a sound
result: the strong update to variable x does not change the value of symbolic expression x;
on the stack.

Abstract Operations Caﬁmeg S/tﬁ[ﬁlg}

L: ¢1 = assign(y, Const([1,5]),[I) [y = {y1}],[y1 € [1,5]] [
: co = assign(x,y1, c1) = {x1},y— {y1}], [x1 = y1, y1 € [1,5]] {
[

[

2 [

3: s1 := push(lookup(x, ¢2),[]) - x1]

4: c3 = assign(x, Add(y1,y1),c2) [x+—= {x2},y = {y1}], x1]
[x2 =2y1, x1 =y1,y1 € [1,5]]

5: s := push(lookup(x, c3), s1) - (|

6: assert(Eq(peek(sz, 1), peek(sz,2)), c3) = false

Unfortunately, the allocation of fresh addresses created a termination problem: the
number of addresses that the analysis allocates is unbounded and hence the analysis does
not terminate.

2.3 Recency Abstraction for Local Variables (Non-Modular)

The previous subsection has shown that assigning new values to freshly-generated addresses
to keep references to addresses constant, created a termination problem. To solve this
termination problem, the set of addresses must be finite and addresses must be reused on
assignment. This can be done by adapting the recency abstraction [3], which traditionally

has been used to handle dynamic memory allocation with a good precision-performance ratio.

The recency abstraction distinguishes the most recent allocation of an object (Zrecent) from all
prior allocations (z,4). Whenever a new allocation is performed for the same object, T ecent
is first retired with all other prior allocations, to make it usable through strong updates for
the newly allocated object.

Here, we use the recency abstraction to abstract the addresses from the previous subsection
(m’g = Var x N) into a finite set of addresses (A/da'g = Var x {recent,old}) as shown with
the following abstraction function:

Var x N {xn} {-rn—la Tn—2y-- xl}
\
QYRecency
: |
Var x {recent,old} Lrecent Zold

Thanks to the recency abstraction, we can perform strong updates on recent local variables,
while soundly referring to old values.

While the lookup and assertion operations stay mostly the same for the new call frame,
variable assignment changes as follows:

assign : Var x \7a\|3 X Cammeg X s/tﬁ[@g] — Caﬁmeg X s/tﬁ[@g]
assign(z, v, (addrFrame, relStore), stack) =
let addrFrame’ = addrFrame[z — {Zrecent }]
relStore’ = fold(relStore, Trecent, Told) [Trecent + V]
stack’ = [V [Trecent/Toid] | V' € stack]

in ((addrFrame’, relStore'), stack’)

14:7
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Operation zgig\n (x, v, callFrame, stack) joins the prior recent value Zyecent into address o
and then strongly updates address Xiecent t0 the newly assigned value v. The retirement
of address Zyecent iNtO Zolq is performed by the relational fold operator [23]. Afterwards,
operation @z broadcasts this retirement to all other components of the analysis: this is a
crucial step, which would otherwise make the analysis unsound. In particular, all references
to addresses Zyecent 0N the stack are renamed into xgq.

We obtain a sound result on the running example:

Abstract Operations Caﬁmeg §ac\k[\7;|3]
L: c1, 81 = assign(y, Const([1,5]), [], []) [y = {recent }], [yrecent € [1,5]] I
2: c2,82 = assign(x7 Vrecent, C1, sl) [x — {Xrecent},y — {Yrecent}]y []

[Xrecent = Vrecent; Yrecent € [1, 5]]
3: s3 := push(lookup(x, c2), s2) - [Xrecent]
4: c3, 84 = assign (X7 Add(Yrecenta Yrecent)y C2, 53) [Xrecent = 2Yrecenh Xold = Yrecent - - }
[X — {Xrecent}7 y = {Yrecent}]y [Xold]
5: s5 = push(lookup(x, c3), s1) " [Xrecent, Xold]

6: assert(Eq(peek(ss, 1), peek(ss,2)), c3) = false

The key difference to before is that the assignment of variable x in line 4 does not overwrite
the old value referenced by a symbolic expression on the stack. Instead, the call frame assigns
the new value to address Xrecent and refers to the old value with x.,q. This way the assertion
in the last line confirms that the top two values on the stack are not equal, because one
refers t0 Xjecent and the other to xgyq.

Unfortunately, the recency abstraction causes a new modularity problem: the retirement
of address Xrecent INtO Xo1q Needs to be broadcast and applied to all analysis components of
the analysis state. This is not only slow, but also breaks the interface of analysis components,
which now need to implement an address retirement operation. Furthermore, existing
soundness proofs for these components become invalid and need to be reestablished for
relational abstractions.

2.4 Virtual Recency Abstraction (Sound, Modular, Terminating)

To summarize, naive strong updates are unsound for relational abstractions, because they
unsoundly change value to references in other analysis components. Assigning new values to
freshly-generated addresses to keep references to other addresses constant is sound, but does
not terminate because the number of addresses is unbounded. The recency abstraction is
a finite abstraction over the infinite set of freshly-generated addresses and enables strong
updates of local variables, however, the retirement of addresses requires to replace addresses
in other analysis components, which is non-modular. We solve the final modularity problem
by combining the recency abstraction with the generation of fresh addresses. Specifically, we
add an extra layer of indirection between the two address types, similar to virtual memory
in operating systems [19]. Therefore, we call this the Virtual Recency Abstraction.
The virtual recency abstraction defines a map-

ping between virtual addresses (VirtAddr = Var x N, Virtual Address Physical
addresses from Section 2.2) and symbolic expres- Addresses  Translation — Addresses
T

sions. Virtual addresses are first mapped to phys- / Zold
ical addresses (PhysAddr = Var x {recent x old}, Tz [ —
addresses from Section 2.3), which are then used T3

as variables in the relational domain/.\\Ne call the mapping between virtual and physical
addresses the address translation (AddrTrans = Map[VirtAddr, P(PhysAddr)]). The call frame
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lookup : Var x Caﬁme;; — \7§I4 X Caﬁmezl
lookup(z, callFrameQ(frame, addrTrans, relStore)) =
if (x € frame) let virtAddr = fresh(x)
addrTrans' = addrTrans U [virtAddr — U addrTrans(v))

vEframe(z)
in (virtAddr, (frame, addrTrans', relStore))
else (L, 1)
assign : Var x \75|4 X Camm&; — Caﬁm&l
assign(zx, v, callFrame) =
let (v', (frame, addrTrans, relStore)) = toPhysExpr(v, callFrame)
virtAddr = fresh(x)
frame’ = frame[z — {virtAddr}]
addrTrans’ = addrTrans[z, — {Toa} | Tn € addrTrans|[virtAddr — {Trecent }]
relStore’ = fold(relStore, Trecent, Told) [Trecent + V']
in (frame', addrTrans', relStore”)
where toPhysExpr : RelExpr[VirtAddr] x Caﬁme;l — RelExpr[PhysAddr] x Caﬁm&l
assert : Bmu X Caﬁme;; — Bool x Caﬁm&l
assert(cons, callFrame) =

let (cons’, callFrame'Q(__, _, relStore)) = toPhysCons(cons, callFrame)

(T, callFrame’) if relStore satisfies cons’ and not(cons’)
in < (true, callFrame’) if relStore satisfies cons’
(false, callFrame') if relStore satisfies not(cons’)

where toPhysCons : RelCons[VirtAddr] x CallFrame,; — RelCons[PhysAddr] x CallFrame
Figure 1 Operations of the Virtual Recency Abstraction

maps variables to virtual addresses, includes the address translation from virtual to physical
addresses, and defines the relational abstract domain over physical addresses:

CallFrame, = Map[Var, P(VirtAddr)] x Map[VirtAddr, P(PhysAddr)] x Rel[PhysAddr, Z|]

We now define the abstract operations for the call frame of the virtual recency abstraction
(Figure 1). Operation lookup(z, callFrame) returns a fresh virtual address that refers to
all physical addresses that correspond to x within the address translation. Operation
assign(z, v, callFrame) first converts the virtual addresses contained in value v to physical
addresses with helper function toPhysExpr. It then points variable x to a freshly generated
virtual address, assigns this virtual address to Xyecent in the address translation, folds Zrecent

into xo)q in the relational abstract domain, and finally assigns the converted value to T ecent-

Helper function toPhysExpr replaces virtual addresses in symbolic expression with physical

addresses, such that the resulting expression can be assigned to the relational abstract domain.

In case virtual address x,, points to multiple physical addresses {%recent, Told }, toPhysExpr
jOINS Trecent INtO Tolg in the relational abstract domain and replaces virtual address z,, with
physical address zo¢ in the symbolic expression. Similarly, operation assert first converts
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constraints over virtual addresses to constraints over physical addresses and afterwards
decides if the resulting constraint is satisfied by the relational abstract domain.

To demonstrate that the virtual recency abstraction solves the unsoundness and modularity
problem, we again reproduce the running example:

Abstract Operations Caﬁmm m[@u]
1 ¢1 := assign(y, Const([1, 5]), []) [y = {y1}], [y1 = {¥recent }, [Frecent € [1,5]] ]
2 = aSSign(X7 y1, Cl) [X g {X1}7y = {yl}]a []

[Xl = {Xrecent}, y1— {Yrecent}],
[Xrecent = Yrecent; Yrecent € [17 5”
3: s3 := push(lookup(x, c2), []) - [x1]
4: c3, 514 = assign(x, Add(y1,y1),¢c2) [x— {x2},y— {y1}], [x1]
[XQ = {Xrecent}, X1 — {Xold} .- ~]7
[Xrecent = 2Yrecent7 Xold = Yrecent - - ]
5: s5 := push(lookup(x, c3), s1) -'-
6: assert(Eq(peek(ss, 1), peek(ss, 2)), c3) = false

The analysis in this example is sound because the assignment in line 4 does not overwrite
the prior value of virtual address x;, but moves it from physical address Xrecent t0 Xold- The
new value for virtual address x5 is then written to a physical address Xjecent. Furthermore,
the analysis is modular, because virtual address x; is retired to xo4 by adjusting the address
translation, without the need to change addresses on the stack.

To summarize, the virtual recency abstraction solves all the issues of soundness, termina-
tion and modularity illustrated in the previous subsections. The next sections will provide
further details on the features of our virtual recency abstraction:

Termination The virtual recency abstraction terminates, thanks to an ordering of the call
frame based on physical addresses, which is a finite set. We detail this claim in Section 3.

Soundness The virtual recency abstraction enables sound strong updates by assigning to
recent addresses and retiring references to old. We prove soundness formally in Section 4.

Modularity The virtual recency abstraction solves the modularity problem, allowing to reuse
existing analysis components as-is. For example, our relational analysis for WebAssembly
reuses existing analysis components for the stack, memory, global variables, function
tables, exceptions, and failures, which were originally designed for a non-relational
analysis (Section 5).

In the followirwrts of th/e\paper, we keep the callframe abstraction described in this

subsection: CallFrame = CallFramey.

3 Termination of the Virtual Recency Abstraction

In this section, we address the termination of analyses that use the virtual recency abstraction.
Specifically, we describe a procedure that terminates analyses despite the infinite supply of
virtual addresses.

3.1 Terminate Infinite Ascending Chains on Call Frames

One problem that threatens termination of the analysis is the unbounded number of virtual
addresses in the call frame. To solve this problem, we define an ordering on call frames that
does not compare virtual addresses directly. Instead, the ordering maps virtual addresses to
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physical addresses, which is a finite set.

(framey, addrTransy, relStore;) CcaiiFrame (framesy, addrTranss, relStores)
iff (addrTrans; o frame;) Cyap[var,p(Physaddr)] (addrTranss o frames)

A relStorel EReI[PhysAddr,Z] ’f'elStO?"eg
This pre-order on call frames is not anti-symmetric (01%02 does not imply ¢; = ¢3), e.g.,

1 = ([X — {X3}]7 [X3 — {Xrecent}7 X9 {Xold}a .- -]7 [xrecent =Xold — L A0 < xg1g < 100})
Co = ([X — {X4}]7 [X4 — {Xrecent}7 X3 {Xold}7 .. -]7 [Xrecent =Xold — 1 N0 < xgg < 100])

The lack of anti-symmetry is crucial for the virtual recency abstraction, because normalizing
call frames to a unique representation would require updating virtual addresses in analysis
components, which is not modular (Section 2.3).

Another problem that threatens termination are infinite ascending chains on relational
abstract domains (Rel[PhysAddr, Z]) contained within the call frame. To this end, we define a
widening operator on call frames that applies a widening operator on the contained relational
abstract domain. A widening operator [12] V : L x L — L computes an upper bound of its
operands z C xVy J y and terminates an infinite ascending chain z; C x5 C x3... when
folded over it: ;1 C 21Vae C (21Vze)Vas C ... The widening operator on call frames is
defined as follows:

(framey, addrTransy, relStore; )V caiFrame (framey, addrTranss, relStores) =
let frame = [x — frame,(z) U framey(z) | € frame, V x € frame,)
addrTrans = [v — addrTrans;(v) U addrTranss(v) | v € addrTransy Vv € addrTranss]
relStore = relStore1 V Rel[physaddr,z) TelStores

in (frame, addrTrans, relStore)

This widening operator terminates an infinite ascending chain of call frames callFrame; C
callFrames . . ., because the address frame after mapping virtual addresses to physical addresses
is a lattice of finite height (Map[Var, P(PhysAddr)]). Furthermore, the relational abstract
domain terminates by its own widening operator.

Lastly, we describe a fixpoint algorithm that iterates a monotone analysis function
f: P — P over a pre-order (P,C, 1) with least element | and ensures termination with
a widening operator V : P x P — P. The fixpoint algorithm iterates (x;);en defined by
21 =1 and 41 = anf(xn) until the ascending chain terminates after p € N steps with
xp & xp—1. This final iteratee =, soundly overapproximates the least fixpoint of a concrete
semantics function f : L — L over lattice (L, <):

» Theorem 1 (Fixpoint Iteration with Widening over Pre-Orders [10, Theorem 34]). Let fiP-
P be a monotone analysis function over pre-order (P,C, L) that soundly overapproxzimates the
monotone f: L — L over lattice (L, <) such that for a monotone concretization v : P — L

o~

it holds Vx € P.v(f(z)) = f(v(z)).
1. The fizpoint iteration (x;);en defined above reaches a post firpoint x, J f(a:p).
2. Every such post fizpoint x, overapprozimates the least fixpoint of f: v(x,) = Ifp(f).

Proof. Proofs can be found in our supplementary material and [10, Theorem 34]. <
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3.2 Terminate Infinite Ascending Chains on Values and Analysis States

Another problem that threatens the termination of the analysis is the unbounded number
of abstract values (Val = RelExpr[VirtAddr]). To solve this problem, the ordering on ab-
stract values does not compare symbolic expressions vi, ve syntactically, but compares them
semantically by evaluating them in the given call frames ¢y, cs:

—_— —_—
(v1, c1) Cvai (v2, o) iff ¢} = assign(fresh, vy, c1) A ¢ = assign(fresh, va, c2) A ¢ CcalFrame Co

For example, expressions Add(x1,y1) and Mul(xy, Const(2)) are indistinguishable by the value
ordering in call frame (..., [x1 = {Xrecent }> Y1+ {Vrecent }]5 [1 < Xrecent = Yrecent < 10]).
The widening operator on abstract values takes two values and two call frames as input.

Vvai (\EI X Caﬁme) X (\EI X Caﬁme) — Val x CallFrame x CallFrame

The full definition of the operator is given in Definition 2 in the supplementary material. In

this section, we discuss the operator at a high-level. Depending on the expressions contained

in the abstract values, the operator implements different widening strategies:
In case the expressions are both constant, i.e. contain no variables, each expression is
evaluated in the respective call frame and the resulting intervals are widened.
In case the expressions are structurally equal, i.e. differ only in the recency of their
addresses, the widening operator attempts a structural join. This happens often when
the fixpoint algorithm widens two analysis states and handling this case avoids adding
addresses to the relational abstract domain to hold the join of expressions. For example,
the analysis of loop for(int i = 0; ...; i++) requires to widen two expressions for the
incrementation of the index variable i: Add(i,_1,Const(1)) where i,_; is old and
Add(i,, Const(1)) where i, is recent. The widening operator will join these two expressions
into Add(i,41, Const(1)), where i,,+1 mapped to recent and old by the address translation.
In all other cases the operator assigns expressions vy, vs to a join address ctxy in the
respective call frame.

(v1, (framey, addrTransy, relStore1 ))Vvai(ve, (framey, addr Transs, relStores)) =
let ctxy = alloc(expry, exprsy)
callFramey = (framey, addrTrans; [ctry, — {ctzoq}], relStorer [ctzoq — v1])
callFramely, = (frame,, addrTranss|ctzy, — {ctzon}], relStorea[ctzod — va))

in (ctzy, callFrame’, callFramey)

The context of join address ctx, is decided by function alloc, which is an additional
parameter of the widening operator. Depending on where operator Vi) is called, different
contexts may be allocated. For example, when two stack entries are widened, the allocator
might return a context Stack(position, instruction, function) to indicate the position on
the stack, the current instruction, and function where the widening occurred.

Finally, we describe a widening operator V&g on compound analysis states, whose type State
we do not specify for generality. Since two compound analysis states S, S’ with respective call
frames c;, ¢} contain many values vy ...v, and v} ... v/, that need to be widened pair-wise,
we fold operator Vy;i over all values (vs, ¢;) Vvai(vy, ¢) = (vf, ¢iy1, ¢j ;) where 1 <i < n
and finally apply the widening operator on the two resulting call frames ¢, VcaiiFramec,,- This
terminates infinite ascending chains of compound analysis states because abstract values are
compared by evaluating them in respective call frames, which themselves are widened during
every step.
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3.3 Terminating Analysis of Recursive Functions

In this subsection, we describe how the virtual recency abstraction terminates the analysis
of recursive functions. To ensure termination of the analysis, we use an existing fixpoint
algorithm [34], which we illustrate at the example of the recrusive sum function:

1 def main() = { (sum@[3], ¢1) ) ... o
2 a € [0, 00] since input ¢4 C c3,
3 b = sum(a) (sum@[7, 3], c2) | ... iterate result ¢5s C ¢sVes . ..
4 3} ~
5 def sum(x:Int):Int = { \—) (sum@[7,7,3], ¢3) | co
6 y = if(x <= 0) 0 o
7 else x + sum(x-1) \—> (sum@[7,7,7,3], ca) | ¢
8 return y
9 %

Cc1 :[X = XIL [Xl > Xrecent, &1 F> arecent], [arecent = Xrecent = 0}

c2 :[X — XQL [XZ —> Xrecent; X1 H> Xold - - -L [Xrecent = Xold — 1, arecent = Xold > 0}

Cc3 :[X = XSL [XS — Xrecent; X1,2 F Xold - - ~]’ [Xrecent = Xold — 1, arecent > Xold > 0}

C4 :[X = X4L [X4 —> Xrecent; X1,2,3 > Xold - - -L [Xrecent = Xold — 1, @recent > Xold > 0}

Ccs5 Z[X = }(4}7 [X4 —> Xrecent; X1,2,3 > Xold - - .], 1

e =[y>y1.., [y1 Frecent - -] [Yrecent = 0. .]

cr :[y = y2.. ']7 [yQ > Yrecent, Y1 =7 Yold - - -L [Yrecent = Xold + Yold; Yold = 0.. ]

The graph to the top-right shows a trace of the analysis, where (sumQctz, ¢) |} ¢’ can be read
as function sum in calling context ctz under input call frame ¢ evaluates to output call frame
¢’. We use short-hand notation for the frame and address translation, e.g., [x1,2 — Xold] stands
for [x1 — {Xold}, X2 — {Xo1d}]. The fixpoint algorithm first recursively analyzes function sum,
widening consecutive input call frames after the function parameters have been assigned,
until they do not grow any further at ¢4 C c¢3. The algorithm then iterates between the
recurrent recursive calls sum@[7,7,7,3] and sum@[7, 7, 3] until the widened output call frames
5, c5Veg, (c5Vieg)Ver ... do not grow anymore. Once the iteration is finished, the algorithm
returns to the top-most call with final result:

[arecent > Xold = Xrecent > 0, Xrecent 2> Xold — 1, brecent = Yrecent = Xold + Yold > Xold]

The inequalities ajecent = Xold = Xrecent = 0 show that parameter x decreases from a down to
0. Furthermore, yrecent = Xold + Vold = Xold Show that the last result is the sum of any x with
any result y, which is greater than any input xeiq.

4 Soundness of the Virtual Recency Abstraction

In this section, we prove that existing analysis components remain sound when instantiated
relational values in form of symbolic expressions. We prove this by showing that abstract
components remain sound overapproximations of concrete components on all operations
of the abstract call frame. To prove soundness, we first define concretization functions on
abstract call frames, values, and compound analysis states.

4.1 Concretizations on Call Frames, Values, and Analysis States

Typically, soundness would be proven with respect to Galois connections [12]. However,
some relational abstract domains, such as polyhedra, do not enjoy Galois connections [41,
Paragraph "Absence of Galois Connection']. The problem is that the abstraction function
«, that computes the best possible approximation of a concrete property in the abstract
domain, may not exist. Instead, we prove soundness with respect to monotone concretization
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functions v from abstract domain to concrete domain, which is also used in mechanized
soundness proofs [31]. The full definitions of the concretization functions can be found in
Definitions 3-5 in the supplementary material. Here we discuss the concretizations at a
high-level by example.
The concretization function for abstract call frames is the composition of two functions:
CallFrame = Map[Var, P(VirtAddr)] x Map[VirtAddr, P(PhysAddr)] x Rel[PhysAddr, Z]

l’YCaHF/—ra\me

P(CallFrame’) = P(Map[Var, P(VirtAddr)] x Map[VirtAddr, Z])

J{’YCaHFrame/

P(CallFrame) = P(Map|[Var, Z|])
This two-step-concretization is needed because the concretization for values evaluates them
in CallFrame’. Concretization YcaiiFrame expands the codomain of the relational abstraction
to virtual addresses and then concretizes it. This is necessary to assign virtual addresses
on the same physical address their own individual values. Concretization Ycapramer Mmaps to
the result of the first to regular concrete call frames. To illustrate the concretization on call
frames, consider the following example:

c= ([X — {X?)}]a [Xl — {Xold}7x2 = {X0|d}7x3 — {Xrecent}]a [Xold < Xrecent])

vearame(e) = |J (x> {xs}] = iy %2 =y xs = K]) )
i<k,j<k
{([xg = {x3}],[x1 = 1,2 — 1,x3 — 2]),
([x = {x3}],[x1— 1,22 — 2,x3 —~ 3]),...}
YeallFrame’ (YcaiFrame(€)) = {[x —d] |t € Z} = {... [x = —1],[x = 0], [x — 1] ...}
The concretization function for abstract values (\7e\ll = RelExpr[VirtAddr]) evaluates sym-
bolic expressions in a given CallFrame’:

+vai : CallFrame’ — Val — P(Val)

Symbolic expressions are not evaluated in CallFrame because this would loose the relations

between variables, which makes the soundness proof meaningless [43]. To illustrate the

concretization of abstract values, consider the interpretation of (z3 — z1) % [1,3] in a call

frame ¢’ € YcalFrame(€):

d = (...,[Xl — 1,x0 +— 1,x3 — 2])

wai(¢")(Mul(Sub(x3,%1), Const([1,3]))) = {(2—1)* 1,(2—1) % 2,(2 — 1) * 3} = {1, 2,3}
Next, we describe the concretization of analysis components. To stay as generic as

possible, we do not require any structure of analysis components. The only requirement is

that analysis must be parametric in the type of values (Component[Val]), such that they can

be reused in a relational analysis. Because components are parametric in the type of values,
their concretization function is also parameterized by a concretization function for values:

“YComponent : vV. (V = P(Val)) — (Com/p;ent[f/] — P(Component))

As an example, consider the concretization function for a stack analysis component:
Stack|Val] = List[Val]  Stack|Val] = List[ Val]

~stask : VVal, Val. (Val — P(Val)) — Stack[Val] — P(Stack]| Val])

ek (Y7 (stack) = {stack | size(stack) = size(stack) A Vi. stack[i] € vvai(stack[i])}



S. Keidel, R. Monat, and S. Erdweg

To use the concretization function for stacks, we apply it to the concretization function for
abstract values:

Vstack (Wai(- - - [x1 — 1,xo = 1, x3 — 2]))([x1,%3]) = {[1,2]}

Finally, we describe the concretization function on compound analysis states. The analysis
state consists of multiple components together with the call frame of the virtual recency
abstraction:

State = Component; x ...Component, x CallFrame

State = Com/paentl[ggl] X ...Corrm/aentn[ga\l] x CallFrame

The concretization function vsgre : State — P(State) partially applies a concretized call frame
¢’ € YcanFrame(€) to the concretization function for values to obtain a concretization functions
on components: Ycomponent; |Val](Wai(callFrame’)) : Component;[Val] — P(Component,).

4.2 Soundness Theorem

Now we are ready to state the main soundness theorem. The theorem guarantees that
existing analysis components can be soundly reused in a relational analysis that uses the
virtual recency abstraction.

» Theorem 2 (Modular Soundness of the Virtual Recency Abstraction). Given a modular
analysis consisting of the components Cor'rfpaentl7 e Compﬁentn, CallFrame. All analysis
components remain sound overapprozimations of their concrete counterparts on all operations
of the call frame of the virtual recency abstraction:

Y(comps, callFrame) € ystate(comps, ca%me), v € Wal(0, callFrame),
be WBQ,M“(B, callFrame), x € Var.
(comps, T2 (lookup(z, callFrame))) € Ysate(comps, Wg(lm(x, caﬁ'ﬁme))) A
(comps, assign(z, v, callFrame)) € Ysae(comps, @(m,ﬁ, camme)) A

(comps, T (assert(b, callFrame))) € vseae(comps, mo (assert (b, cane))).

Proof. The proof is in the supplementary material accompanying this paper. |

5 Modular Reuse of Existing Analysis Components

In this section, we evaluate the modularity of the virtual recency abstraction by using
it to develop relational analyses for two languages and report on the reuse of existing
analysis functionality. Specifically, we developed analyses for the research language TIP and
WebAssembly 1.0.

5.1 Relational Analysis for Tip

Tip [42] is a small imperative research language with functions, conditionals, loops, integers,
references, and records.

We developed a relational analysis for T1P in Scala in the Sturdy framework by reusing
code of an existing non-relational analysis for T1P.2 Figure 3 shows a Venn diagram that

2 We intend to submit an artifact including the code of the analyses.
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( 0
Relational Tip Analysis Reused Code New Code
Total 6360 loc (100.0%) Total 2642 loc (41.5%) Total 3718 loc (58.5%)
g
Language-Independent Functions Apron Integration
References & Records Call Frame
Console Inp. & Out. Heap
Failure Integer Operations
Loops & Recursion Eq./ Ord. Operations
Total 5200 loc (81.8%) 2369 loc (37.2%) 2831 loc (44.5%)
&
Tip-Specific T1p Generic Interpreter Trp Analysis Config.
T1p Values Trp Fixpoint Algo.
T1p Records T1p Integer Values
T1p Functions T1P Reference Values
Total 1160 loc (18.2%) 273 loc (4.3%) 887 loc (13.9%)

L

Figure 2 Reuse and language-independence of analysis functionality in our relational T1p analysis.
Lines of code (loc) were measured with cloc (https://github.com/AlDanial/cloc). Percentages
are computed with respect to the total 6360 loc of the relational TP analysis.

reports what analysis functionality was reused and what new code needed to be implemented.
Furthermore, the diagram shows which analysis functionality is specific to TP and which
is language-independent. Our evaluation shows that 86.1% of the code of the analysis is
either reused as-is or new code that is language-independent. We demonstrate that the code
is language-independent by reusing it in our WebAssembly analysis.

Generic Interpreter We now describe in more detail the different parts of the T1ip analysis,
which parts could be reused, and are language-independent. We implemented the relational
analysis for TIP by instantiating an existing generic interpreter for T1P. A generic interpreter
captures analysis-independent language semantics and can be used to derive different analyses
and even a concrete semantics [35]. The generic interpreter for T1P has been used to derive
a non-relational interval analysis. Our relational analysis reuses the code of the generic
interpreter as-is, because the generic interpreter is parametric in the values, addresses, and
effects.

To derive an analysis, the generic interpreter must be instantiated with analysis compo-
nents [33]. Analysis components describe analysis functionality, such as the virtual recency
abstraction for call frames or abstract operations on integers. To this end, we distinguish
analysis components for values (called value components) and analysis components for effects
(called effect components).

Value Components The Tip language has boolean, integer, reference, function, and record
values. The abstraction for abstract values joins values of different types to T. Numeric
operators support detection of integer overflows. To summarize, for the implementation of
the relational TIP analysis, we reused code for analyzing functions, and record values, and
implemented new code for analyzing integer, boolean, and reference values.


https://github.com/AlDanial/cloc

S. Keidel, R. Monat, and S. Erdweg

Effect Components The Tip language features a call frame of local variables, a heap
of dynamically-allocated values, a console for printing and reading user input, and abort
execution due to a program failure.

To analyze the call frame and the heap, we refactor the virtual recency abstraction from
Section 2:

Camme[Ctx, Val] = Map[Var, P(VirtAddr[ Ctz])] x RecencyStore[Ctz, Val)]
H/ea\p[C'tm, Val] = RecencyStore| Ctz, Val]
RecencyStore[Ctz, Val] = Map[VirtAddr|Ctz], P(PhysAddr[Ctz])]

x Map[PhysAddr[Ctz], Val] x Rel[PhysAddr[Ctz], Z U R]

Specifically, we split the abstract call frame into the address frame and a new abstraction
called recency store. The recency store contains the address translation and relational abstract
domain. The same recency store is also used to analyze the heap, which allows relations to
span over local and heap-allocated variables. Furthermore, we added a map to the recency
store that holds non-relational values, which is also used to store meta-data of numeric
variables such as the their types. When looking up from the call frame, the value stored in
the non-relational map is joined with the value in the relational abstract domain, if there is
any.

For example, analyzing the T1P program [, : x = console.input(); l»: y = alloc x
results in the following abstract call frame:

addrFrame : [x — {x1},y — {y1}]
addrTrans : [x1 — {Xrecent }, Y1 +> {Trecent }, Input(l1)1 — {Input(l1)recent },
Alloc(l2)1 — {Alloc(l2)recent }]
nonRelStore : [Xrecent — IntVal(Const(L, &, Int)), Yrecent — RefVal({Alloc(l2)1}),
Input(l1)recent — IntVal(Const(L, &, Int)), Alloc(l2)recent —> IntVal(Const(L, &, Int))]

relStore : [Xrecent = Input(l1), Alloc(l2)recent = Xrecent]

The relational abstract domain used in the abstract call frame is implemented in the Apron
library [29]. Apron provides a unified interface for relational abstract domains: changing
its underlying domains does not require changes to the high-level analysis. Apron supports
various domains such as Polyhedra [15] and Octagons [40].

To summarize, for the implementation of the relational TIP analysis, we reused code for
console input and output, and failure, and implemented new code for the call frame of the
virtual recency abstraction and the heap.

Fixpoint Algorithm Our relational TP analysis reuses a fixpoint algorithm for big-step
abstract interpreters that handles both loops and recursive functions [34], demonstrating
that the reused fixpoint algorithm also works for relational abstractions. The vast majority
of the fixpoint algorithm is language-independent and reused (717 loc). A smaller part is
Tip-specific and reused (73 loc) and only 9 loc are not reused.

5.2 Relational Analysis for WebAssembly

WebAssembly (WasM for short) is a modern low-level language for the web that is supported
in all major browsers. The language is statically-typed, features an operand stack, a byte-
addressable heap, global and local variables, function tables, modules, structured control-flow
and exceptions. Furthermore, WASM 1.0 has four types of values: 32 and 64-bit integers and
32 and 64-bit IEEE754 floating-point numbers.
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e N N
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Figure 3 Reuse and language-independence of existing functionality in our relational WAsM
analysis. Percentages are computed with respect to the total 11389 loc of the relational WAsM
analysis.

We developed a relational analysis for WASM 1.0 in the Sturdy framework by reusing
code of an existing non-relational analysis for WASM [8] and code developed for the relational
Tip analysis. Figure 3 reports what analysis functionality was reused and what new code
needed to be implemented. Our relational analysis demonstrates that the WAsM generic
interpreter and many existing non-relational analysis modules could be soundly reused as-is.
Our evaluation shows that 82.2% of the code of the analysis is either reused as-is or new code
that is language-independent.

Value Components WAsM has values of four types: 32 and 64-bit integers and 32 and
64-bit IEEE 754 floating point numbers. Our WASM analysis uses the following abstraction
for values:

Val = 132Val(VI32) | 164Val(VI64) | F32Val(VF32) | F64Val(VF64) | T
VI32 = ReIExpr[m, Type] | ReIBool[m, Type]

V164 = VF32 = VF64 = RelExpr[Addr, Type]

Type = 132Type | 164 Type | F32Type | F64Type

The type includes information about the bit-width (32 and 64-bit) as well as how the number
is represented in the relational abstract domain (integer, real). The type information is used
when detecting integer overflow and floating-point special values.

The WASM analysis reuses integer operations developed for the TP analysis by generically
lifting operations on RelExpr to operations on WAsSM’s Val. 132Val values can either be a
numeric expression (RelExpr) or a boolean expression (RelBool). This is because WASM
encodes boolean true as 32-bit integer 1 and false as 0. However, to represent the result of
a boolean operator more precisely, our analysis returns a relational boolean expression. The
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conversion of a boolean expression to a numeric expression is only performed if absolutely
necessary, for example, if a boolean expression is applied to a non-boolean numeric operator.

To analyze WASM’s floating-point numbers, we developed language-independent operations
that approximate the IEEE754 floating-point standard. The floating-point operations are
similar to integer operations in that they first create relational expression and then check for
floating-point special values that need to be added (—oo, —0.0,NaN, co).

Additionally, WAsM allows converting each of its four numeric types into another other.
Conversions to integer types can be signed or unsigned. To analyze these numeric conversions,
we implemented 12 conversion operations in 256 loc.

To summarize, our relational WASM analysis reuses code for relational integer operations,
but required new code for floating-point operations and numeric conversion operations.

Effect Components WAsM features local and global variables, an operand stack, a byte-
addressable heap, function tables, jumps, exceptions, and failures. The WASM analysis
implements local variables by reusing the call frame of the virtual recency abstraction. The
operand stack, function tables, jumps, exceptions, and failures are implemented by reusing
existing analysis components of Sturdy.

To analyze global variables, we developed a new relational abstraction similar to the call
frame that uses the RecencyStore, extended so that local variables on the call frame can be
referenced by their index within the frame, whereas global variables must be reference by
their name.

To analyze the byte-addressable heap, we developed a new relational abstraction inspired
by Balakrishnan’s abstraction for the memory of x86 executables [2]. Our byte-memory
abstraction reads in information of the static memory layout generated by LLVM (if available),
including information about global variables, stack, and heap. On stores and loads, the
abstract byte-memory determines for the given numeric address to which abstract memory
location the address belongs. In case the numeric address cannot be resolved to a ungiue
address, the address is assigned to dynamic heap contexts, which may overlap other statically-
known memory regions.

To enable relations that span WASM local variables, global variables, operand stack
positions, and byte memory locations, we implemented the following context type for virtual
and physical:

Addr = VirtAddr[Ctx]
Ctx = Local(callFrameldz : Int, fun : Function) | Global(addr : Int)
| Stack(stackPos : Int, programPos : Label, fun : Function)
| ByteMemory(memoryAddr : MemoryAddr) | Other(programPos : Label, type : Type)

While relational variables based on Local and Global contexts are proactively allocated and
added to the relational abstract domain, the other contexts are only allocated if necessary in
joins of relational expressions. For example, context Stack is only allocated at a join point
where the joined stacks contain different relational expressions at the same position that
cannot be joined any other way. In all other places relational variables based on context
Other are allocated, for example, for when joining expressions in the analysis of a non-linear
integer expression like max.

To summarize, our relational WASM analysis reuses effect components for local variables,
the operand stack, function tables, jumps, exceptions, and failures. For better precision, we
implemented new effect components for global variables and the byte-addressable heap.
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6 Evaluation

In this section, we assess the praticality of the virtual recency abstraction by empirically
evaluating our relational analysis for WebAssembly that uses it. In this evaluation, we answer
the following research questions about our relational WASM analysis.

RQ1: Does the relational WASM analysis yield sound analysis results?
RQ2: Does the relational WASM analysis scale to realistic programs?
RQ3: What is the precision of the relational WASM analysis?

6.1 Soundness of the Relational Wasm Analysis

While we already proved the soundness of our approach in Section 4, we here empirically
evaluate the soundness of our relational WASM analysis to rule out implementation bugs.
To this end, we measure the recall on the WASM 1.0 specification test-suite.> The test-
suite is typically used to evaluate the conformance of concrete WASM interpreters and tests
all primitive WASM instructions with all of their edge-cases. The test-suite consists of 71
individual test files, from which we execute 16517 assert_return and assert_trap assertions
(we skipped parser tests, type checker tests, etc). For each assertion, we check if the analysis
result soundly overapproximates the concrete interpretation result.

Table 1 Recall of our WASM analysis measured on the WAsM 1.0 specification test-suite

Category Assertions  Polyhedra  Octagons Intervals
Control Flow 832 100.00% 40.26%  100.00%
Conversions 593 100.00%  100.00%  100.00%
Floats 12197 100.00% 100.00%  100.00%
Functions 339 100.00% 50.74%  100.00%
Global Vars. 48 100.00% 0.00%  100.00%
Integers 909 100.00% 100.00%  100.00%
Local Vars. 93 100.00% 56.99%  100.00%
Memory 757 100.00% 93.13%  100.00%
Modules 606 100.00% 83.99%  100.00%
Stack 143 100.00% 34.27%  100.00%
Total 16517 100.00% 94.01% 100%

We repeated the experiment for Apron’s implementation of Polyhedra [15] (Polka),
Octagons [40] (0Octagon) and Intervals [11] (Box). The results are shown in Table 1. For
Polyhedra and Octagons, there are 4 assertions in float_exprs.wast that run out of memory,
which we count as a top analysis result, which is sound. For Octagons, 989 (6.0%) of
assertions were approximated unsoundly. After investigating the issue, we found that all
unsound approximations stem from the same WASM code that is shared between the tests.
The code assigns values to multiple local floating-point variables at once, which triggers a
bug in the underlying Apron library. We have reported this bug to the Apron developers.
This bug did not occur in any of our other experiments, which use different WASM programs.

RQ1: The relational WASM analyses yield sound results for Polyhedra and Intervals, but
revealed a soundness bug in Apron for Octagons. We conclude that our approach enables
sound relational analyses for WASM.

3 https://github.com/WebAssembly/spec/tree/main/test/core
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6.2 Scalability of the Relational Wasm Analysis

The scalability of relational analyses is a general concern due to the higher computational
complexity of relational abstract domains. We inherit this complexity in our relational
WAaAsM analysis, yet want to demonstrate that it still scales to realistic WASM programs. To
this end, we evaluate the running time of the relational WAsSM analysis on 7 compiled C
programs from the benchmarks game suite[20]. From the benchmark suite of 9 programs, we
excluded k-nucleotide and pidigits because these contain arrays of structs, which our
WASM analysis does not currently support. The 7 remaining programs have 546 lines Wat
code on average (Figure 4).

We compiled the C programs with clang-19 -target=wasm32 -03 -g to WASM and
linked our own C standard library stub for which we implemented summaries within our
analysis. We ran the experiment on Ubuntu 24.04 with OpenJDK 21.0.9 (100GB heap space,
1GB stack space) on a machine with an AMD Ryzen Threadripper PRO 5975WX CPU.
For each analyzed program, we warmed up the JVM with 3 runs of the analysis and then
collected the running times over 5 runs with 3 seconds breaks for garbage collection.
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Figure 4 Lines of Wat code of analyzed programs measured with cloc (left) and average running
times of the relational WASM analysis per program (right).

The average running time per program are shown in Figure 4. As to be expected, Polyhedra

are slowest as their worst-case execution time and space complexity is exponential [15].

Octagons are on average 7x faster and Intervals 11.6x faster than Polyhedra. The execution
time of the relational analyses is heavily influenced by the number of local variables in the
code, which in turn depends on the compiler optimization level: at higher optimization levels,
the compiler moves more program data from the bytememory to local variables. For example,
mandelbrot has 49 local variables and nbody has 67 local variables. Since the number of
variables affects the number of dimensions of the relational abstract domain, these programs
have the highest analysis times.

RQ2: The relational WASM analyses scale to realistic WASM programs, compiled from C
source code.

6.3 Precision of the Relational Wasm Analysis

To enable the relational analysis of recursive functions, we introduced the virtual recency

abstraction, which uses a single relational variable x.q for all previous values of a variable x.

This can lead to precision loss compared to a non-relational analysis. For example, consider
the following code that increments variable x three times:
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(func $plus_three (local $x i32)
(local.set $x (call $itv (i32.const 0) (i32.comst 10))) ;; Xrecent € [0, 10]

(local.set $x (i32.add (local.get $x) (i32.comst 1))) ;5 Xrecent = Xold + 1, Xold € [0, 10]
(local.set $x (i32.add (local.get $x) (i32.const 1))) 55 Xrecent = Xold + 1, Xold € [0, 11]
(local.set $x (i32.add (local.get $x) (i32.const 1))) 55 Xrecent = Xold + 1, Xold € [0, 12]
(call $assert (i32.le_s (i32.comnst 3) (local.get $x)))) ;,; Fails because Xrecent € |0, 13]

A non-relational interval analysis assigns [0,10] + [1,1] + [1,1] + [1, 1] = [3,13] to the final
value of x and is able to prove both assertions. In contrast, the virtual recency abstraction
assigns Xrecent = Xold + 1 With xoq € [0,12], which fails the first assertion. This begs the
question: Is the precision loss of the virtual recency abstraction so severe that it negates the
precision advantage of relational abstract domains?

To answer this question, we measure the precision of our relational WASM analysis in
Sturdy and compare it to state-of-the-art C analyzers Goblint 2.7.1 [52] and Mopsa 1.1 [32].
For this experiment, we created a benchmark of 35 precision tests, which we ported to WAsM
and C to be able to compare the analysis results. Of the 35 tests, 9 tests were taken from
existing literature [41, 42, 39, 17] and 26 tests we implemented ourselves. The benchmark
consists of 13 tests of common mathematical operations (linear arithmetic, maximum, absolut
value, sine, etc.), 11 tests with variable reassignment of which 8 tests include loops, and 11
tests of common recursive functions (recursive identity, factorial, fibonacci, gaussian sum,
even odd). Each test, like plus_three shown above, consists of a sequence of instructions with
one or more assertions of numerical properties. The complete code of the benchmarks can be
found in the supplementary material.

Table 2 Precision advantage of relational abstract domains within the virtual recency abstraction

Sturdy (Wasm) Goblint (C) Mopsa (C)
Benchmark Tests  Poly. Oct. Itv. Poly. Oct. Itv. Poly. Oct. Itv.
Literature 9 44%  33% 0% 67% 67% 11% 5% 33% 0%
Own Non-Rec. 16 8% 81% 31% 81% 5% 38% 63% 56% 19%
Own Recursive 10 40% 60% 60% 20%  30% 20% 0% 0% 0%
Total 35 63% 63% 31% 60% 60% 26% 43%  34% 9%

We executed Goblint* and MOPSA® with precise analysis configuration options and
checked the console output if assertions could not be proven. Furthermore, we disabled
sound overflow wrap-around in our WASM analysis for better comparability to C’s signed
integers, for which overflow is undefined behavior. The results of the experiment are shown
in Table 2. While the virtual recency abstraction looses some precision, especially on the
tests taken from literature, the relational abstractions polyhedra and octagons retain their
precision advantage over non-relational intervals. Furthermore, on the benchmark the virtual
recency abstraction analyzed recursive functions more precisely in contrast to Goblint which
analyzes recursive function partially context-sensitively [21] and MOPSA which finitely
inlines recursive functions.

RQ3: While we may loose some precision due to the virtual recency abstraction, our
relational WASM analyses were able to analyze recursive programs and have a precision
advantage over a non-relational interval analyses.

4 goblint --conf=examples/very_precise.json --set ana.context.widen true (Polyhedra, Oc-
tagons, Intervals)

mopsa-c -config=c/cell-pack-rel-itv.json (Polyhedra, Octagons) and mopsa-c -config=c/cell-
itv.json (Intervals)

5
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7 Related Work

Recency Abstraction. Balakrishnan and Reps [3] introduced the recency abstraction, which
allows precise analyses of object initialized in loops by discriminating the last allocated object
(called “recent”) from others (called “old”). This is a highly popular allocation abstraction
which has been extensively used and studied [30, 37, 46, 44]. However, whenever a new object
is allocated, this abstraction needs to retire the previously recent object with the other old
ones. We have shown in Section 2.3 that this retirement operation is non-modular: every

abstract domain needs to support this retirement operation, breaking standard interfaces.

One of the core contributions of this paper is to introduce a virtual recency abstraction,
which is modular thanks to a new layer of virtual addresses, drawing from operating system
design [19]. Additionally, we rely on the virtual recency abstraction to allocate variables:
our analysis can refer to the values of a program variable at a previous program point, or in
a different callstack. An in-depth study of variations in allocation strategies and their effect
on performance and precision of the analysis is left as future work.

Relational analysis of languages without an operand stack (C, Python, ...). The analysis
frameworks Astrée [14], Verasco [31], Mopsa [32], and Goblint [52, 47] implement relational
analyses for C and other languages without an operand stack. Relational analyses for such
languages can, under certain restrictions, strongly update local variables without running
into a soundness problem. Strong updates to local variables is only sound if nothing in
these analyses refers to an old state of local variables and thus updating local variables
cannot be observed elsewhere. The exception to this are recursive functions where a strong
update to a local variable can change the value in a recursive parent call frame. To solve
this problem, fully context-sensitive analyses inline recursive calls up to a certain depth
and tag variables in different call frames with the call string. This way each recursive call
frame has its own fresh set of variables and strong updates never affect local variables in
parent call frames. However, adding new variables to a relational abstract domain can be
costly, as for example the time and memory complexity for Polyhedra grows exponentially
with the number of variables. Furthermore, full context-sensitivity only works for recursive
functions that can be fully explored by recursive unrolling up to a certain depth, but fails
for example to analyze the recursive factorial function fact(n) for 0 < n < co, which would
require infinite unrolling. More recent work extends Goblint to handle recursive functions
partially context-sensitively by annotating local variables with a context [21]. However, this
can create scalability problems if too many contexts are distinguished.

In comparison, the virtual recency abstraction analyzes recursive functions while reusing
the same set of variables. Specifically, variable updates in a recursive call retire virtual

addresses in a parent call frame, ensuring that their value does not change non-monotonically.

Furthermore, our relational analyses explore recursive functions fully by widening the analysis
state at recursive calls with the state at parent calls. This ensures that every recursive call
chain either terminates naturally or has a recurrent recursive call. In case of a recurrent
recursive call, the fixpoint algorithm avoids recursing deeper by iterating between both
occurences of the recurrent recursive call [34].

Relational analyses for languages with an operand stack (assembly, bytecode, ...). Many
relational analyses for languages with an operand stack circumvent the problem of unsound
strong updates by first translating to an intermediate language without a stack. Fahndrich
and Logozzo [22] describe a relational analysis for .NET’s bytecode representation CIL. They
eliminate the operand stack before the analysis is executed, but they do not describe in
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x = rand(0,10); x1 = rand(0,10); SSA : [x1 €[0,10],x2 =x1 + L,x3 =x2+1..]
x=x+ 1; X0 = x1 + 1; Virtual Recency Abstraction :

x=x+1; X3 = x2 + 1; [X = {-:U4H7 [X4 = {Xrecent}7x3,2,1 — {Xold}]7
x=x+1; X4 = x3 + 1; [OSXoIdS12,~Trecent:1’old+1]

(a) Program (b) SSA translation (c) Analysis states at the end of the program

Figure 5 Comparison between relational analyses for SSA languages and the virtual recency
abstraction.

detail what language they translate CIL programs into. Ballabriga et al. [4] developed
a relational analysis for ARM assembly. As the first step ARM’s stack is eliminated by
translating it to a three-address code called MEMP, which is then analyzed. A problem is that
the translation to three-address code introduces new variables for values that previously
where stored on the stack. Their analysis adds all these variables to the relational abstract
domain, which increases its size and could lead to scalibility problems. Bau et al. [5] analyze
a stack-based smart contract language called Michelson. Instead of translating Michelson
to an intermediate language without a stack, they analyze Michelson directly. Specifically,
they introduce new variables into the relational abstract domain that represent a value at
a positions on the stack at a position in the program. This solves the problem of unsound
strong updates, but at the cost of introducing many new variables into the relational abstract
domain.

In comparison, our relational analysis for WASM analyzes the language directly without
a preprocessing step. Our analysis approximates the operand stack with a list of abstract
values, which are symbolic expressions over local variables. This avoids introducing new
variables into the relational abstract domain for each stack position and program location.
New variables are only introduced if necessary at control-flow joins in the program when
the two stacks contains different symbolic expressions that cannot be joined any other way.
Furthermore, our WASM analysis solves the problem of unsound strong updates by using the
virtual recency abstraction. The virtual recency abstraction ensures that symbolic expressions
on the operand stack do not change its value non-monotonically in case of strong updates.

Relational analysis of languages with static single assignment (LLVM, ...) Languages
with static single assignment (SSA) assign variables only once [16]. SSA partly solves the
unsoundness problem of strong updates for relational analyses, because variables are never
reassigned and thus their value does not change non-monotonically during analysis. For
example, the SeaHorn verification framework [24, 9] implements an abstract interpreter
CRAB that analyzes CRABIR, an intermediate representation for LLVM [25]. However, SSA
still does not solve the problem for recursive functions because recursive calls reuse the same
set of local variables. Furthermore, the translation from a high-level language to SSA creates
many new variables, that when added to the relational abstract domain, blow up its size and
could cause scalibility issues.

Figure 5 compares relational analyses for an SSA language to the virtual recency ab-
straction at the example of a small C program. The program translated to SSA uses a fresh
variable for each reassignment of x. The relational analysis of the SSA program adds each
variable to the relational abstract domain and thus remembers each intermediate value of
x. The interval of x4 after the last assignment is [3,13]. In comparison, the virtual recency
abstraction retires recent virtual addresses of x on each reassignment. This is less precise
than the SSA analysis: the interval of Xyecent after the last assignment is [1, 13]. However, the
virtual recency abstraction only requires 2 relational variables instead of 4 variables. In the
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future, we want to investigate the precision and performance tradeoff of the virtual recency
abstraction more thoroughly.

Modular implementation of static analyses. Prior works have modularized different aspects

of static analyses:

Generic Interpreters A generic interpreter captures the semantics of the analyzed language
without referring to analysis-specific details [50, 35, 6, 38, 31]. The generic interpreter
can be instantiated to derive both concrete and abstract interpreters.

Reusable Analysis Modules Analyses are implemented modularly by reusing existing language-

independent analysis components [29, 18, 33, 32, 27, 28, 45].

Abstract Domain Combinators Abstract domains can be modularly composed with domain
combinators to improve their precision, e.g., reduced products [13] or communication
channels [14, 31].

Fixpoint modularity Fixpoint algorithms can be modularized by different iteration strate-
gies [7], by composing them from language-independent fixpoint combinators [34], or by
relying on an external solver [49)].

Our relational analyses in Section 5 combine all these types of modularization to achieve a

high level of reuse and improve the maintainability of the analyses. To this end, we build

the analyses within the Sturdy framework [35, 33, 34]. So far, Sturdy only supported non-
relational numerical abstract domains and we needed to implement infrastructure to support
relational abstract domains. Furthermore, our analyses reuse existing generic interpreters for

T1p and WAsSM [8] that up until were only instantiated with non-relational abstract domains.

Finally, our analyses reuse existing language-specific fixpoint algorithms that have been

modularly composed of language-independent fixpoint combinators [34].

8 Conclusion

This work shows how to integrate relational abstract domain within interpreter modular
analyses platforms. We tackled the issue of shared state between abstract domains through
the introduction of the virtual recency abstraction. We have shown our approach to be
sound and terminating. We have implemented our approach within an existing modular
framework without needing to change interfaces. This approach has permitted us to develop
the first relational analysis for WebAssembly. In our evaluation, we find that the WASM has
a high recall of 100% for Polyhedra, 94% for Octagons, and 100% for Intervals. Furthermore,
in our performance experiments, the WASM analysis has average running times of 22s for
Polyhedra, 13s for Octagons, and 1.3s for Intervals. Lastly, on the precision tests our WAsM
analysis achieves 63% precision for Polyhedra, 57% for Octagons, and 29% for Intervals.
These expriments demonstrate the practical applicability of the virtual recency abstraction.
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